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Reviewing child sexual abuse material
reporting functions

Abstract

Millions of images of child sexual abuse circulate freely on the internet each day, not only in obscure corners of the
dark web, but also on some of the most popular web platforms. The Canadian Centre for Child Protections (C3P)
research found most web platforms lack content reporting functions specific to child sexual abuse material (CSAM).
In contrast, with copyright infringement, reporting tools devoted to the issue are largely a universal standard.

Our surveys with survivors — many of whom attempt to self-monitor the spread of their abuse imagery

— often cite ambiguous reporting functions as a factor in their ongoing re-victimization. By failing to adopt
CSAM-specific reporting tools, these companies inhibit their ability to take swift action in prioritizing and
removing this illegal content.

This state of content reporting is generally inconsistent with the goals of the Voluntary Principles to Counter Online
Child Sexual Exploitation and Abuse, established by the Five Country Ministerial, and adopted by some of the largest
technology companies. C3P provides five key recommendations technology companies can adopt to immediately
reduce harm to children and survivors on page 25.

About the Canadian Centre for the Child Protection

The Canadian Centre for Child Protection (C3P) is a national charity dedicated to the personal safety of all
children. C3P operates Cybertip.ca, Canada’s national tipline to report child sexual abuse and exploitation online,
as well as other intervention, prevention, and education services for the Canadian public.

In January 2017, C3P established Project Arachnid — a web platform designed to detect known images of child
sexual abuse material (CSAM) on the clear and dark web and issue removal notices to industry.'

Since its launch, Project Arachnid has detected 24+ million suspected images of CSAM for analyst review, and

issued more than 6.3 million takedown? notices to industry.

C3P also supports survivors whose child sexual abuse was recorded and distributed online. Through our work with
survivors, crucial contextual information about the nature of child sexual abuse material is collected and shared
with stakeholders vested in the safety and protection of children.

In addition to our work with individual survivors, we now work with three survivor advocacy groups:

The Phoenix 11: For over two years, C3P and the National Center for Missing and Exploited Children (NCMEC)
have been working with the Phoenix 11, a group of survivors whose child sexual abuse was recorded, and in

the majority of cases, distributed online. This group has banded together as a powerful force to challenge the
inadequate responses to the prevalence of CSAM online.

The Chicago Males: In the last year, C3P started working with a group of male survivors to learn about their
experiences, and better understand the unique social stigma males face around sexual abuse. This group is working
together to advocate for much needed change in addressing online child sexual abuse and supporting survivors.

! In this report, industry is defined as a group of businesses that intersect with user-generated content by way of the internet. It is used as a broad
sweeping term, encompassing large and small technology companies.

2 As of November 5, 2020.
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The Aramid Collective: Earlier this year, C3P was introduced to a group of survivors who have been self-
monitoring their own CSAM online and reporting to industry to get it removed. This group is using their
knowledge and collective voice to help advocate for survivors and the urgent need to address the images and videos
of sexual abuse that exist on many platforms, including some reviewed in this document.

Background and purpose of the report

Through our work with survivors over the last few years, particularly those attempting to contain the spread of
images of their own child sexual abuse, a problematic theme began to emerge:

* Many of the tools for reporting and getting CSAM removed from many popular web platforms are ineffective,
leaving victims feeling hopeless. This trend, which includes ambiguous reporting functions and the use of non-
CSAM specific language, has been further observed in public reports to C3P’s national tipline, Cybertip.ca.

Prompted by these concerns, C3P undertook a systematic examination of the content reporting mechanisms on
prominent web platforms to identify gaps and provide recommendations to the technology industry to enhance
their public CSAM-reporting tools.

In addition to issuing guidance on best practices, the study serves as benchmark against which each platform’s
reporting mechanisms can be compared to the Five Country Ministerial’s® Voluntary Principles to Counter Online
Child Sexual Exploitation and Abuse (Voluntary Principles).

On March 5, 2020, C3P and a group of survivors participated in meetings at the White House in Washington D.C.
with ministers from the Five Country Ministerial, industry members, and NCMEC.

Following the event, the Five Country Ministerial released their Voluntary Principles in an effort to drive consistent
and collective industry action. Six of the world’s largest tech companies publicly signed on to these principles,
including Twitter®, Facebook®, Microsoft®, Google®, Snapchat®, and Roblox”.

The principles —which have effectively established an industry standard— focus on the prevention of child sexual
exploitation and abuse, highlighting the critical role industry plays in keeping children safe online and limiting
re-victimization.

Two of the Voluntary Principles are particularly relevant to this report’s findings:

Principle 1: Companies seek to prevent known child sexual abuse material from being made available
to users or accessible on their platforms and services, take appropriate action under their terms of
service, and report to appropriate authorities.

Principle 2: Companies seek to identify and combat the dissemination of new child sexual abuse
material via their platforms and services, take appropriate action under their terms of service, and
report to appropriate authorities.

? The Five Country Ministerial is an annual forum for the Five Eyes intelligence alliance — which includes Australia, Canada, New Zealand, the United Kingdom,
and the United States.
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Methodology

All of the reporting functions were reviewed between September 16 and 23, 2020. The assessment included
both desktop (Chrome) and mobile apps (iPhone). Mobile apps were obtained and downloaded from the
App Store® available to Canadians. For desktop, testing was done from Canadian and American IP addresses,
along with a Japanese IP address for some. When the reporting process between desktop and mobile apps was
identical or extremely similar, the desktop version was chosen as the visual to display within this document.
There were two instances, Pornhub® and XVideos™, where an app was not available in the App Store, in which
case their mobile sites were reviewed using Safari™ on a mobile phone. In all cases, we used the reporting
option we believed would be most likely used by a member of the public to report CSAM.

Prior to publication, all of the companies reviewed in this report were provided a copy of their platform
assessments to ensure accuracy.

@ Reporting functions appear to be adjusted regularly. At least three platforms modified
the methods in which to report concerns, or language in their reporting functions,
during the course of this review.

On each platform and service?, C3P evaluated the availability of CSAM-specific reporting options for each
of the following settings:

1. Within a post (e.g., Tweet, story, Snap)
2. A user
3. Within direct message (DM) or chat

4. Publicly-visible content while not logged into a platform®

“From infancy until | was 15, | was trafficked and used in child sexual abuse material
(also known as child pornography) which continues to be shared widely across the internet.
I spend hours every day searching for my own content, reporting thousands of accounts
and posts sharing CSAM. When platforms don’t actively look for or prevent this content
from being uploaded, the burden falls on me to have these images removed. Each time one
account gets taken down, five more take its place. It’s like a hydra, a monster that I can

never defeat. I’'m not strong enough to take it down myself. It’s costing me my wellbeing,
safety and maybe even my life. I'm tired. I shouldn’t find photos of myself as a child being
raped when I’m just scrolling through my feed. | shouldn’t have to go looking for images of
my own abuse. This isn’t my job.”

— Member of the Aramid Collective

*In addition to assessing 11 platforms owned by five of the companies that signed on to the Voluntary Principles, another four popular platforms have
been reviewed, including TikTok™, Discord™, Pornhub, and XVideos. Roblox is one of the companies that signed on to the Voluntary Principles, but
unlike the other companies assessed in this document, Roblox does not allow users to send images or videos in the chat function. As such, we were
unable to review Roblox using the categories listed in the Methodology. Additional platforms were selected for this review based on a number of
factors, including reports C3P receives through Cybertip.ca, data from Project Arachnid, and information from the survivors C3P works with about
platforms where they have attempted to have their own CSAM removed. This is just a sample of any number of other platforms that could also have
been included in this review.

*Throughout this report, publicly-visible refers to content hosted on a platform that can be viewed without logging into an account on the platform.
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Executive summary: Reporting CSAM
on select platforms

There is an abundance of images and videos of children being sexually abused circulating on both the clear and dark
web. Many internet users inadvertently come across this illegal and traumatizing content in the course of legitimate

use of everyday platforms.

C3P has intersected with a number of survivors who feel they have been left with no option but to take it upon
themselves to monitor the presence of their own child sexual abuse images while attempting to get companies to
remove it from their platforms. These survivors have been instrumental in identifying serious deficiencies in reporting
tools for the public on a number of platforms, including some reviewed in this document.

Survivors surveyed by C3P have generally characterized their own experience reporting CSAM online as
disheartening; exceedingly long delays in responding to their complaints, moderators challenging victims on the

veracity of their report, or, as is often the case, no response at all.

It is through this lens that research conducted by a team of C3P analysts found that while all platforms scrutinized
as part of this report provide users with the ability to report illegal or inappropriate content, in nearly all cases it was
impossible to explicitly flag content as CSAM.

In contrast, users concerned with issues related to copyright infringement almost universally have access to formal
reporting tools and clear instructions for initiating a complaint.

Why the need for CSAM-specific reporting options?

While the majority of platforms have reporting mechanisms in place for content at large, they rarely have a CSAM-
specific process or menu options for users to report material that is (or believed to be) CSAM.

This is problematic for three main reasons:

1. The absence of issue-specific data based on user-generated reporting presumably undermines the ability of
platforms to prioritize their content moderation for more urgent action. Curbing the spread of these illegal

images across the internet requires prompt action.

2. Without accurate user-generated data on the prevalence of CSAM on their platforms, it’s difficult for
companies to properly gauge the effectiveness of their proactive measures designed to intercept CSAM. It
likely also hinders their ability to provide timely information to child welfare and law enforcement agencies.

3. Survivors who attempt to halt the spread of images of their own child sexual abuse repeatedly cite ambiguous
and non-specific reporting options on platforms as a key barrier to successfully getting images removed.



CANADIAN CENTRE for CHILD PROTECTION

In addition to the lack of CSAM-specific reporting options, C3P researchers also identified a number of barriers for

reporting content, including:

Reporting structures that create strong disincentives for users to report illegal content, such as requirements
to provide personal contact information.

The inability to report publicly visible content without first creating (or logging into) an account on
the platform.

Difficulty locating reporting tools on the interface, with, at times, inconsistent navigation between desktop

and mobile version of the platform.

Inability to report specific users, user profiles, specific posts, or a combination of the latter.

In this report, these are noted as Other reporting challenges.

In addition, some positive indicators were also identified:

Positive reporting functions: Steps that improve the reporting process but do not fit under the four reporting
categories in the Methodology. For example, offering a text box that permits additional context to be included

in a report is a positive function.

Better practices: Reporting functions we recommend all platforms adopt. For example, offering child sexual
abuse material as a reporting category, and having the ability to report concerns involving CSAM without
having to be logged in.
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Availability of CSAM-specific reporting options

Poor practices

Better practices
]

(o = Not applicable)

Category 1 Category 2 @ Category 3 Category 4

Availability of CSAM-specific options for reporting...
...from within a post ...for a user ...for images or videos | ...for visible content
(e.g., Tweet, story, received within a while not logged
Snap) direct message (DM) into a platform
or chat
Twitter ] | | ]
Facebook | o |
Facebook Messenger™ o | o
Facebook: Instagram | ]
Facebook: WhatsApp o | | o
Google: YouTube® o |
Google Hangouts® o | | o
Google Search ] o o |
Snapchat o
Microsoft: Bing™ | o o [
Microsoft: Skype® o | [ | o
TikTok o’ [
Discord ] ] | o”
Pornhub o
XVideos |

Throughout this report, some platforms are listed as not applicable under one or more categories as their platform
does not offer the feature being reviewed.

When desktop and mobile reporting functions are inconsistent on a platform, they are noted and categorized separately.

* TikTok Desktop Not Applicable.
" Discord Mobile Not Applicable.
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Category 1: Availability of CSAM-specific reporting options within a post

No option to Can report Can report BETTER
reportapostas | directly from content directly PRACTICE:
CSAM directly the post, under from the post Can report content

from the post br?ad category under categories directly from

of illegal : a post and can

material only such as nudity, e
sexual activity, reportit as chi

sexual abuse or
or pornography, exploitation
but no way to
indicate a child is

involved
Twitter Discord (mobile) Snapchat XVideos (videos) Bing
Discord (desktop) Pornhub
Google Search Facebook
XVideos (images) Instagram
YouTube
TikTok

Not applicable: WhatsApp, Google Hangouts, Skype, Facebook Messenger
Other reporting challenges:

* Difficult to locate report forms (when there is no CSAM-specific reporting options from a post)
(Twitter, Discord (desktop))

e All of the platforms that use report forms require personal information in order to submit the report,
which may dissuade those who do not want their names connected to CSAM in any way (Twitter, Discord
(desktop), XVideos, Pornhub)

 Individuals are directed to report CSAM to the hotline in their own country, where applicable
(Google Search)

* Reporting process on mobile and desktop are different (Discord)

* Reporting process is different when accessing the platform through a browser versus accessing the platform
on desktop (Discord)

@ XVideos: In order to submit their Abuse Reporting Form, individuals must provide their name,

email, home address, a digital signature, and check a text box that states, “| swear under penalty of
perjury that the information in this notification is accurate and that, to the extent my report involves
the alleged violation of a legal right, | am the owner of such a right or authorized to act on the
owner’s behalf.”

Pornhub: The Reporting Abuse and Violations page directs individuals to report CSAM via a Content
Removal Request. To submit the request, individuals must provide their email, name, and a digital
signature where it states, “By typing your name in the field below, you guarantee that you are the
person being named and represented on this form and that all provided information is accurate.”
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Positive reporting functions:

e Report form includes the option to select Distribution of child pornography as a Trust & Safety issue
(Discord (desktop))

* Text box provided to allow additional context when reporting directly from post (YouTube, TikTok (mobile),
Snapchat (only when reporting a snap in the For you section))

*  Open text boxes in report forms allow for additional context to report (Twitter, Discord (desktop),
XVideos, Pornhub)

“As men that have had to live life with the impending
fear of CSAM that depicts us being found and spread by
those in our community, we know how devastating this
is to a person that has to live with it. Even worse, we
also know that the ability to stop the swell of our media
from spreading to every corner of the globe has existed
for many years now. Was the pain of our initial abuse not
enough? Was the memorialization of it for all eternity on
the world wide web not enough? All that we could have
become and all that we could have contributed to this

world has been taken away. We have suffered enough.

Make no mistake, this is the fight of our times. The task
to combat this terrible social epidemic that plagues our
world has fallen to us, here and now. We are willing to do
our part. Even through the adversities we face on a daily
basis, we will fight.

Will you?”

— The Chicago males
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Category 2: Availability of CSAM-specific options for reporting a user

No option to Can report Canreport a BETTER

report a user for | auser but user: Categories PRACTICE:

sharing CSAM no reporting include nudity, Ability to report

from user name categories sexual activity, T

or profile page available or pornography, sharing images
Pu:_no LG ::"ld . or videos of child
!n u;att:a ST sexual abuse or
UL G exploitation

Twitter WhatsApp Snapchat XVideos Skype

Discord Facebook Pornhub

Facebook Messenger Instagram

Google Hangouts YouTube (desktop)

YouTube (mobile) TikTok

Not applicable: Google Search, Bing

Other reporting challenges:
* Use of end-to-end encryption can limit a platform’s ability to act on report (WhatsApp)

¢ Diflicult to locate report forms specific to CSAM (when individuals cannot report directly from user name
or profile page) (Twitter)

e Cannot report a server® (Discord)

* Once a user is reported, chats with them are then deleted, which means the reporting person would be
unable to forward the chat to police (WhatsApp, Skype)

¢ Difficult to locate how to report a user from their profile page (YouTube (desktop))
Positive reporting functions:

e Text box provided to allow additional context when reporting directly from user name or profile page
(TikTok (mobile), YouTube (desktop))

* Ability to report a group (Facebook)

¢ A server is an invite-only, user-generated community around a specific topic where individuals can interact via chat messages, videos, images, text,
or voice.
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Category 3: Availability of CSAM-specific reporting options for images or videos
received in a direct message (DM) or chat

No option to
report an image
or video as CSAM
directly from DM

Twitter
WhatsApp
Discord (desktop)
Google Hangouts
XVideos

Facebook
Messenger

Can report
images or videos
from DM, but
only under
broad reporting
categories

Discord (mobile)

Can report
images or videos
from DM:

Categories
include nudity,
sexual activity, or
pornography, but
no way to indicate
a child is involved

Snapchat
TikTok (mobile)

Instagram

BETTER
PRACTICE:

Ability to report an
image or video as
child sexual abuse

or exploitation

Skype

Not applicable: Google Search, Pornhub, Facebook, YouTube, TikTok (desktop), Bing

Other reporting challenges:

e Cannot report an image sent in a DM in the child sexual exploitation report form. The URL generated from

the image will not be accepted within such report form (Twitter)

e Can send images in a chat where the image disappears after being viewed, which means the image then

cannot be reported (Snapchat, Instagram’s View Once option)

* While an image that is created while using the app can be reported, an image that was uploaded from the

camera roll on the sender’s device and then sent in a DM cannot be reported (Snapchat)
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Category 4: Availability of CSAM-specific reporting options for publicly-visible
content while not logged into a platform

No option to

report visible
content when
not logged in

Facebook
YouTube (desktop)

Google Search

No option to

report from post
or user name or
profile, can only
use report form

Twitter
Discord (desktop)

Instagram

Canreport
some features,
but not all

XVideos
(videos can be
reported, not
users)

Pornhub
(users can be
reported, not
videos)

YouTube

(mobile — videos
can be reported,
not users)

BETTER
PRACTICE:

Can report BOTH
visible posts and
users when not
logged in

TikTok

BETTER
PRACTICE:

Ability to report
visible posts

and users as
sharing images
or videos of child
sexual abuse or
exploitation when
not logged in

Bing

Not applicable: WhatsApp, Google Hangouts, Discord (mobile), Snapchat, Facebook Messenger, Skype

Other reporting challenges:

* The Help Centre tells those without an account to find a friend who does have an account to report on their

behalf (Facebook)

* Individuals do not have to be logged in to view content, but, as in Category 1, they are directed to report
CSAM to the hotline in their country, where applicable (Google Search)

* An email address must be provided in order to submit the report form (Instagram, Twitter, Discord

(desktop))

Positive reporting functions:

* In addition to reporting directly from video or user profile, individuals are able to report through report form

when not logged in (Pornhub, XVideos)
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Platform-specific findings

The following sub-sections provide details on the assessment of each platform in this report based on research by
C3P analysts. To view the fully-annotated analysis for each platform, which forms the basis of each assessment,
see the Appendix.

Reporting on Twitter

Reporting issues on Twitter

e Itis extremely difficult to report content as CSAM on Twitter.

— You cannot report content as CSAM through the easily-accessible report function on each Tweet. The
same challenges exist for reporting a user for sharing CSAM; you must first locate the child sexual
exploitation report form.

— A link to the child sexual exploitation report form is located on a separate page that you have to find by first
clicking the small text Learn more at the bottom of each report menu, then scrolling through paragraphs
of text to locate the link to the report form, which has some outdated information. For example, the child
sexual exploitation report form still makes reference to Vine’, which has been discontinued.

— You must provide an email address in order for the child sexual exploitation report to be submitted.

— You cannot report an image or video sent within a DM on Twitter as CSAM. The child sexual
exploitation report form will not accept the URL from an image within a DM.

e While you can view Tweets when you are not logged in, you cannot report a user or a Tweet unless you are
logged in.

Positive reporting functions

* The child sexual exploitation report form includes the option to provide context in a text box.
For Twitter’s full analysis see page 27.

7 Twitter announced the discontinuation of Vine in October 2016. It existed in different forms, including Vine Camera and Vine Archive, (but would still
have been created in an app and then posted to Twitter, so still would have been seen only on Twitter by January 2017). The Twitter Help Center notes
that as of 2019, the Vine archive no longer is available: https://help.twitter.com/en/using-twitter/vine-faqs

15
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Reporting on Facebook platforms

(Facebook, Messenger, Instagram, WhatsApp)

|. Facebook and Facebook Messenger

Reporting issues on Facebook, including Facebook Messenger

There is no way to report a user for sharing CSAM, you can only report posts.

There are no CSAM-specific reporting options. You can report a post for Nudity and then have the option to
flag Involves a child. However, there is no option to provide additional context; once you select Involves a
child the report is automatically submitted.

Depending on a user’s privacy settings, you can view certain posts and basic user profiles without logging
in, but you cannot report posts for containing or users for sharing CSAM without logging in. Instead, the
Facebook Help Centre suggests you find a friend with an account to report it for you.

On Facebook Messenger (the chat function of Facebook), there is no CSAM-specific reporting option for
images and videos, but you can report a user.

The report function in Facebook Messenger is less intuitive than any reporting function on the Facebook
platform. When you report a user, you can select Nudity but the option to include Involves a child does not
appear on Facebook Messenger as it does on some of Facebook features such as posts.

Positive reporting functions

Private and public Facebook groups can be reported.
For Facebook and Facebook Messenger’s full analysis see page 33.

Il. Instagram
(owned by Facebook)

Reporting issues on Instagram

There are no CSAM-specific reporting options. You can report a post, story, and user on Instagram for Nudity or
sexual activity and then select Involves a child.

There is no Involves a child option when you report images in a DM.

There is an option to send images in a DM under the View Once category, which means the image cannot be
seen again or reported.

In order to report content when you are not logged in, you must use Instagram’s Report Violations of Our
Community Guidelines form, which requires you to provide your name and email address. The form also asks if
you know the person in real life and, “If so, please provide as much contact information for this person as possible”
There is no indication as to how this information will be used by Instagram.
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Positive reporting functions

* The Report Violations of Our Community Guidelines form includes the option to provide context in a
text box.
For Instagram’s full analysis see page 40.

Ill. Reporting on WhatsApp

(owned by Facebook)

Reporting issues on WhatsApp

* Because WhatsApp uses end-to-end encryption, reporting functions are the most minimal of any of the
platforms reviewed here. As stated at the top of each message thread:

8 Messages and calls are end-to-end encrypted.
No one outside of this chat, not even WhatsApp,
can read or listen ta them. Tap to learn more.

* Additionally, on the Staying safe on WhatsApp page, the platform states:
“We encourage you to report problematic content to us. Please keep in mind that to help ensure the safety,
confidentiality and security of your messages, we generally don’t have the contents of messages available to
us, which limits our ability to verify the report and take action”

*  When submitting a report about a user, there are no categories to select or options to provide context to the
reason for reporting. There is no way to report images or videos sent within a DM at all.

 If you select Block contact and delete this chat’s messages when reporting a user, the messages are deleted,
which means the user would be unable to take the report to police if they wanted to.

For WhatsApp’s full analysis see page 49.

@ End-to-End Encryption

In this review, WhatsApp is the only platform that is set up to use end-to-end encryption
across their service.® Reporting functions on WhatsApp do not allow users to provide any
context whatsoever and it is unclear if the platform is able to act on reports received. The
app states, “We encourage you to report problematic content to us. Please keep in mind that to
help ensure the safety, confidentiality and security of your messages, we generally don’t have the
contents of messages available to us, which limits our ability to verify the report and take action.”

As more platforms explore moving in this direction, the impact of these limitations on the
protection of children and survivors cannot be overstated.

8 Users are able to turn on end-to-end encryption when using Facebook Messenger’s Secret Conversations option.



18

CANADIAN CENTRE for CHILD PROTECTION

Reporting on Google platforms

(YouTube, Google Search, Google Hangouts)

l. YouTube

(owned by Google)

Reporting issues on YouTube

* Reporting on mobile is not as comprehensive as on desktop:

— On YouTube mobile, you cannot report a user. You can only report a user from desktop, and this is
difficult to find, as you must locate the flag icon under the About section on a users’ channel.

— On desktop, you have the option to report Sexual content and then select Content involving minors; on
mobile you do not have the option to select Content involving minors

*  You need to be logged in to report a video (desktop).

Positive reporting functions

* Reporting videos on YouTube is straightforward and you have the option to provide additional context in a
text box when reporting a user or video (desktop).

*  You can report a video on YouTube without being logged in (mobile).

For YouTube's full analysis see page 52.

Il. Google Search

Reporting issues on Google Search

* There are no CSAM-specific reporting options for images or videos from a Google Search results page.
From the Help Centre, you are directed to report to NCMEC or other agencies listed by continent.

For Google Search’s full analysis see page 57.

lll. Google Hangouts

Reporting issues on Google Hangouts

* There are no CSAM-specific reporting options for images or videos received in a Google Hangouts chat. You
can only Block & report a user without context and the process is complete. On mobile, you cannot report, only
block a user.

For Google Hangouts’ full analysis see page 60.
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Reporting on Snapchat

Reporting issues on Snapchat

* There are no CSAM-specific reporting options for Snaps or stories. You can only report Nudity or sexual
content; there is no option to flag the involvement of a child in the reporting categories.

e There are no CSAM-specific options for reporting a user.

*  You are unable to report an image sent within the chat function if the image has been uploaded from the
sender’s camera roll (versus being taken directly through the app).

* Images in chats can disappear. Once images have disappeared, they cannot be reported.

Positive reporting functions
e When reporting a Snap from the For You section, there is an option to add context in a text box.

For Snapchat’s full analysis see page 62.



20

CANADIAN CENTRE for CHILD PROTECTION

Reporting on Microsoft platforms

(Bing, Skype)

(owned by Microsoft)

Better practices: Reporting on Bing

* Reporting an image from a Bing Search is straightforward.

* This was the only place the category child sexual abuse was offered as a reporting option on all the
platforms and services assessed in this document.

*  You do not have to be logged in to report content as CSAM from within Bing Search

For Bing’s full analysis see page 68.

Il. Skype

(owned by Microsoft)

Reporting issues on Skype

e Reporting an image sent in a chat on Skype is straightforward; however, locating where to report a user
is difficult. It is not visible until you click on the user’s name, scroll down through an extensive menu,
and click Block contact. There’s no way to know before clicking Block contact that this will lead to the

reporting function.

* Once a user has been reported, the chat is deleted, which means you would be unable to take the report to

police if you wanted to.

Better practice

*  When reporting a user or image or video sent in a Skype chat, you have the option to select Child
endangerment (exploitation) as a reporting category.

For Skype’s full analysis see page 69.
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Reporting on TikTok

Reporting issues on TikTok

e There are no CSAM-specific reporting options for videos.
* There are no CSAM-specific options for reporting a user.

*  On desktop, there is no option to add context to a report with a text box or ability to upload photos, as there
is on mobile.

Positive reporting functions

e On mobile, you can add context to the reason you are reporting in a text box and upload up to four photos.

Better practice

* You can report videos on both desktop and mobile on TikTok when you are not logged in.

For TikTok’s full analysis see page 72.
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Reporting on Discord

Reporting issues on Discord
* Reporting on Discord is entirely different between mobile and desktop.
e On desktop, you must first find the reporting form, which is not linked from posts or users’ profile pages:

— You can either search and locate the form through a roundabout process by following a link to the How to
Properly Report Issues to Trust & Safety page and finding the link to the form there, or you must know
to select Submit a Request on the Help Center main page and to select Trust & Safety from the

drop-down menu to access the report form.

— You must then locate the message links to copy to the report form. The form itself is inconsistent about

the information it asks for depending on the category you choose to report under.
— You must provide an email address in order to submit the report.
*  You cannot report a user from desktop or mobile.
* There is no option to report a server on desktop or mobile.

*  You can report a post on desktop without being logged in by following the steps outlined above (you cannot

access Discord mobile unless you are logged in).

Positive reporting functions

* On mobile the process is straightforward and can be done directly from the content you are reporting.

Better practice

* Discord’s report form allows you to select Distribution of child pornography as a Trust & Safety issue.

For Discord’s full analysis see page 81.
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Reporting on Pornhub

Reporting issues on Pornhub

e While the reporting process on Pornhub is straightforward for reporting videos and images, there is no
CSAM-specific reporting option. The most relevant category to report CSAM under is Potentially features
a Minor.

e  When reporting a user, the most relevant category you can report under is Underage.

* You must provide an email in order to submit the Content Removal Request form, which is where you are
directed to report CSAM on the Reporting Abuse and Violations page.

e While you can access videos and images without being logged in to Pornhub, you cannot report directly from

the video or image.

Positive reporting functions

e  When reporting a user, there is an option to provide context as to why you are reporting in a text box.

Better practices

* You can report a user without being logged in.

For Pornhub’s full analysis see page 89.
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Reporting on XVideos

Reporting issues on XVideos

* You cannot report images (users can upload to their profile pages) or images and videos sent within a chat.

* There are no CSAM-specific reporting options for videos. The most relevant category for reporting CSAM in
avideo is Underage.

e The Abuse Reporting Form requires the reporting person to provide their name, email, address, postal code,
city, country, and phone number, as well as a dated electronic signature. These fields must be completed
in order to submit the report. You are also required check a text box that states, “I swear under penalty of
perjury that the information in this notification is accurate and that, to the extent my report involves the
alleged violation of a legal right, I am the owner of such a right or authorized to act on the owner’s behalf””

* You cannot report a user unless you are logged in.

Positive reporting functions

* You can add context to the reason you are reporting in a text box.

Better practice

*  You can report videos without being logged in.

For XVideos’ full analysis see page 96.
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Recommendations

Moderation on platforms that allow user-generated content continues to be a challenge for technology companies
since it requires significant resources. With improvements to content reporting designs, this community of users
can become an effective tool in combatting the propagation of CSAM on these web platforms.

In light of the many content-reporting challenges identified by victims and members of the public, and considering
the examination of the various platforms in this report, C3P has developed five recommendations that are
pertinent to any web platform that allows user-generated content on their services:

1. Create reporting categories specific to child sexual abuse material
With the exception of Microsofts Bing search engine, none of the platforms highlighted in this report
provide reporting functions specific to child sexual abuse material. Providing users with CSAM-specific
reporting options should enable the prioritization for assessment and removal. Limiting the time these
illegal images and videos are available helps reduce the re-victimization of survivors and minimize
other’s exposure.

2. Include CSAM-specific reporting options in easy-to-locate reporting menus
Avoid creating alternative reporting channels for CSAM. This category should be included alongside
other commonly reportable violations that are already accessible and easy to find. The process for
reporting copyright infringement should not be more intuitive or easier to complete than reporting an
image of a child being sexually abused.

3. Ensure reporting functions are consistent across entire platform
Throughout this review, several inconsistencies in the reporting tools were observed. The process and
steps taken to report CSAM on a platform should be identical whether on desktop or mobile, reporting a
post or a user, or if the content is contained within direct message or publicly visible.

4. Allow reporting of content that is visible without creating or logging into an account
Many of the platforms examined in this report allow members of the public without an account or users
not logged in to continue viewing media. If content is visible under these circumstances, submitting a
report should not require account creation or login.

5. Eliminate mandatory personal information fields in content reporting forms
All of the reporting forms reviewed in this report required users wishing to report content to provide,
at minimum, their name and personal email address. One platform requires users provide their full
home mailing address, phone number, as well as a dated electronic signature. Such reporting structures
discourage users from reporting content and may be a barrier to reporting CSAM given its illegal nature.
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Conclusion

Research by C3P identified significant gaps in the CSAM-specific reporting mechanisms of several web platforms
that create barriers to the effective and swift removal of images and videos of children being sexually abused.

The key finding identified in this report is the lack of clear reporting options specific to CSAM. Without the ability
to explicitly flag images or videos as CSAM, companies limit their capacity to remove offending content quickly.
The consequences of inadequate reporting functions and CSAM remaining online are repeatedly echoed in the
feedback received by survivors of child sexual abuse and concerned members of the public.

The Voluntary Principles have established a standard against which the signatories of the principles and the
technology industry as a whole can gauge their activities as it relates to the overarching goal of reducing harm to
children. However, based on feedback from victims and the research contained in this report, most of the reporting
mechanisms are currently inconsistent with this objective.

In an effort to improve upon this situation, C3P developed five recommendations for the companies assessed in
this review, and for others that allow user-generated content on their services:

1. Create reporting categories specific to child sexual abuse material

2. Include CSAM-specific reporting options in easy-to-locate reporting menus

3. Ensure reporting functions are consistent across entire platform

4. Allow reporting of content that is visible without creating or logging into an account
5. Eliminate mandatory personal information fields in content reporting forms

Technology companies are uniquely positioned to take proactive steps to break the cycle of abuse and ensure
proper measures are taken to eliminate the dissemination of this illegal content. From a reporting standpoint,
many of these measures amount to simple adjustments to website navigation and menu options.

All areas of society have some form of legal or moral obligation to take reasonable measures to protect children.
Those behind these internet platforms share that responsibility.

“I was a victim, but now a survivor of child sexual abuse and sexual abuse
imagery that has traveled the world via the internet. Abuse that began
when | was an infant until | was 4 years old. | was abused by my ex-father
and one of his friends. The imagery of me is still being shared on the
internet. To date, | have received over 35,000 notifications from the U.S.

DOJ regarding those who are in receipt of my abusive images. It’s not
fair. No child should have to endure the pain, the hardships, the loss of
innocence or a normal life because of the hands of an abuser and those
who take pleasure from the suffering of children.”

— Survivor of child sexual abuse material
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Appendix

Reporting on Twitter

This section will outline the following:
1. Availability of CSAM-specific reporting options within a Tweet
2. Availability of CSAM-specific options for reporting a user
3. Availability of CSAM-specific reporting options for images or videos received in a DM

4. Availability of CSAM-specific reporting options for publicly-visible content while not logged into Twitter

NOTE: Reporting on Twitter is the same on desktop and mobile. The screenshots included here are from desktop.

Twitter 1: Availability of CSAM-specific reporting options within a Tweet

x There are no CSAM-specific b. You can click Report Tweet from the bottom of
reporting options from a Tweet the pop up menu
a. Click on the ¥ symbol at the top right side of the
Tweet £" Unfollow @CdnChildPratect
g . _
@N, Protect Children & @CdnChildProtect - 2h v [=1 Add/remove from Lists
‘-\(1")/-‘ It could be your friend’s child, your neighbour’s child, or YOUR chil
~  Learn how we are helping to protect all children: youtube.com
s % Mute @CdnChildProtect
ﬁ Mute this conversation
) Block @CdnChildProtect

<[> Embed Tweet

o Repart Tweet

View hidden replies
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¢. A menu pops up asking, Help us understand the e. If you select It's abusive or harmful the following
problem. What is going on with this Tweet? with options pop up

the following reporting categories & Reportan issue

€ Report an issue How is this Tweet abusive or harmful?

Help us understand the problem. What is going on with this
Tweet?

It's disrespectiul or offensive

. . B Includes private information
I'm not interested in this Tweet

It's suspicious or spam Includes targeted harassment

It displays a sensitive photo or video It directs hate against a protected category (e.g., race, religion, gender,
orientation, disability)

It's abusive or harmful Threatening violence or physical harm

It expresses intentions of self-harm or suicide
They're encouraging self-harm or suicide

Learn more about reporting viclations of our rules.
Learn more about reporting other violations of our rules.

d. If you select It displays a sensitive photo or video

the following options pop up x There are no CSAM-specific
reporting options or option to
include involvement of a child

< Report an issue

What kind of content does the media contain?

Adult

Violent

Hateful

An unauthorized photo or video

Leamn more about reporting violations of our rules.

x There are no CSAM-specific
reporting options or option to
include involvement of a child
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Report violations

This aric

Locating Twitter’'s Child Sexual

Exploitation report form

You can raport dirtly from an individual Tweat, List, of profie

‘o ta r2port potentia vilations

a. Click Learn more about reporting other
violations of our rules from the bottom of the
Report an Issue menu

€ Report an issue

Help us understand the problem. What is going on with this
Tweet?

5. We willncluds the text of the Tweets you reported in our
ications to you. To opt-out of
please uncheck the box next

I'm not interested in this Tweet

6.0nco you've submitted your report, we'll provide
recommendations for additional actions you can ake to

It's suspicious or spam improve your Twitter experience.

How to report specific content in a Moment
It displays a sensitive photo or video How to report a Tweet in a Moment for violations:

1. Navigate to the Tweet within the Momant that you'd ke to

2. Click or tap the V icon

It's abusive or harmful

3. Click or tap Report Tweet.

4. Choose the type of issus you'd like to report to us.

5. 0nce you've submitted your re

It expresses intentions of self-harm or suicide Tuter o

o o
tions for actions you can take to improve your

How to report mu

nents of a Moment for violations:

1. Visitthe

Leam more about Jkporting violations of our rules
2. Enter the Mor

URL that you would like to report.

3. Select the type of issue you'd ke to report fo us.

4. Provide us with up to 5 Twests within the Moment that may.
bain violation

5. Oncs

itec you

we'l provide
e to improve your

Toit

b. This takes you to the Reporting violations page

How to report specific types of violations

in the Help Center o tomiton o i o o s

0 us through our Help Gener.

« Una

rized tradem

more about Twitter's

c. Ifyouscroll down to How to report specific types

of violations these are the options to select from: B AT XA

out our policy towards children in our Privacy Policy.

— Unauthorized trademark use

horized £ iohted ial * Child sexual exploitation: Learn more about our child sexual
Unauthorized use o copyrig ted materials exploitation policy and file a report here.

— Sale or promotion of counterfeit goods

o, regort obscene or pornogp;

— Privacy policy towards children

— Child sexual exploitation

d. Click file a report here to launch the report form

account.

s Child sexual exploitation: Learn more about our child sexua

How to report on behalf of someone else

exploitation policy and file a report here.

1. When you ind a Periscops broadoast that is shared via
Tweet on tuiter.com, cick on the Periscope broadeast

2.1 the Periscope broadcast i live, find the Periscope user's
display name (located in the bottom left comer). Cliok it to
aisplay a profile view. Gopy the Periscope userame (it wil

rt with the @ symbo)

From an i0S device:

1. From

eriscope broadcast, swipe up of tap the more
bottom right of the screen to view the
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e. You can select an option from Where are you
seeing this incident?

Report a child sexual exploitation issue.

For more information, please see our child sexual exploitation policy page.

Br more information, please see our child se

Where are you seeing this  © Twitter

incident?
incident? ) Vine

Periscope

&, you need help with? Choose another topic

f. The Twitter report form provides options to add
the user name, the Tweet URL, and a narrative
text box. The reporting person must provide
their email to submit the report form

What are you reporting?

Twitter username e

Enter Tweet URL, Moment
URL, List URL or FleetID.
(optional)

Report another Tweet

Anything else? (optional)

Please provide as much detail as possible surrounding your issue

Reporter's information

Your email

Required field
Enter your current email. We may need to follow up if we need additional information.
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Twitter 2. Availability of CSAM-specific options for reporting a user

X There are no CSAM-specific options
for reporting a user

The process for reporting users for numerous
violations is straightforward, but, as with reporting
Tweets, there is no CSAM-specific option listed within
the reporting categories.

a. Go to the user’s profile page and click on the (=1
under their profile header

CANADIAN CENTRE for CHIR®* ATECTION

Protect Children &
@CdnChildProtect

Canadian Centre for Child Protection is a charity dedicated to the protection of all
children.

b. You can select Report username from the bottom
of the pop up menu

@ View Topics
ITEI Add/remove from Lists
o' [F] View Lists

a I View Moments

e T
§ & Copy link to profile
th fi

& Mute @CdnChildProtect

F' & Block @CdnChildProtect

®

O Report @CdnChildProtect

c. Select the issue that you are reporting from the
menu that appears

& Report an issue

Help us understand the problem. What issue with
@CdnChildProtect are you reporting?

I'm not interested in this account

It's suspicious or spam

It appears their account is hacked

They're pretending to be me or someone else

Their Tweets are abusive or hateful

Their profile info and/or images include abusive or hateful content

They're expressing intentions of self-harm or suicide

Leam more about reporting violations of our rules.

d. If you select Their Tweets are abusive or hateful
a new menu appears with the following options

€ Report an issue

How is @CdnChildProtect being abusive or harmful?

Being disrespectful or offensive

Posting private information

Engaging in targeted harassment

Directing hate against a protected category (e.g., race, religion, gender,
orientation, disability)

violence or physical harm

Encouraging self-harm or suicide

Leam more about reporting other violations of our rules.

If you select Learn more about reporting other
violations of our rules at the bottom, follow same steps
as outlined in Twitter 1 to eventually locate the report
form. If you select Posting private information which
a user might select if the image was of the user or
someone the user knows in real life, additional options
are given. The options given are also not specific to
CSAM but you could upload the specific Tweets at
issue using this reporting option.
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Twitter 3: Availability of CSAM-specific reporting options for images or videos

received in a DM

x There is no CSAM-specific reporting options for images or videos received
ina DM

If you try to enter the URL of an image received in a DM into the child exploitation report form, you get an

€rror message

Enter Tweet URL, Moment
URL, List URL or Fleet ID.

https://twitter.com/messages/22331121-217120349/media/130589497370797.

Please enter a valid Tweet URL, Moment URL, List URL or Fleet ID.

(optional)
If possible, please provide a link to one or more Tweets or Moments by the reported account. Learn

how to find the link to a Tweet or Moment here.

Twitter 4: Availability of CSAM-specific reporting options for publicly-visible

content while not logged into Twitter

You can view Tweets and users profiles when you are not logged in, but you cannot report Tweets or users
for sharing CSAM if you are not logged in to Twitter.

e —
N

<[> Embed Tweet

De.com

@ Protect Children € @CdnChildProtect - 2h

It could be your friend’s child, your neighbour's chil§, o
Learn how we are helping to protect all children: yo
fwatch?v=cYPMI3...

. Protect Children & Q  search Twitter

6,702 Tweets

H#  Explore ;

@ settings CANADIAN CENTRE for CHI®* QTECTION

Follow )
Protect Chi
@CdnChildProte
Canadian Centre for ChiIcPPSPBBWBIES charity dedicated to the protection of a

children.

New to Twitter?

Sign up now to get your own personalized timeline!

To report online child exploitation, go to Cybertip.ca.
@ Canada (& protectchildrenca/app/en/ [ Joined November 2010
2,514 Following 9,748 Followers

Tweets Tweets & replies Media Likes
Protect Children & @CdnChildProtect - 1h v
Diane has been missing for 54 years. She was only 2 years old when she went
missing from #GrundyProvincialPark in #ON.

Were you there in September of 667
You might have information.

Report online to MissingKids ca or call 1-866-543-8477
alert missingkidsalert ca/view/diane-pre..

Don’t miss what’s happening
People on Twitter are the first to know.




REVIEWING CHILD SEXUAL ABUSE MATERIAL REPORTING FUNCTIONS ON POPULAR PLATFORMS

Reporting on Facebook platforms

(Facebook, Messenger, Instagram, WhatsApp)

This section will outline the following:
1. Availability of CSAM-specific reporting options within a post
Availability of CSAM-specific options for reporting a user

Availability of CSAM-specific reporting options for images or videos received in a Facebook Messenger DM

L

Availability of CSAM-specific reporting options for publicly-visible content while not logged into Facebook
and Facebook Messenger

NOTE: Reporting on Facebook is the same on desktop and mobile. The screenshots included here are from desktop
unless otherwise stated.

Facebook 1: Availability of CSAM-specific reporting options within a post

x There are no CSAM-specific reporting options within a post

a. Click on (= on any post which opens a pop-up d. Here you can select Involves a child
#W Canadian Centre for Child Protection updated their ) .
| €& | X e Please select a problem to continue X
W@ cover photo.
September 1 ort the post after selecting a problem.
- EI Save place |-
Add this to your saved items alence Harassment Suicide or Self-Injury
- False News Spam Unauthorized Sales Hate Speech
LY Turn on notifications for this post
Terrorism Q Something Else
</> Embed
Help us understand the problem.
) Adult Nudity Sexually Suggestive Sexual Activity
m Find support or report post
I'm concerned about this post. Sexual Exploitation Sexual Servi
Sharing Private Images
b. Select Find support or report post in the drop Other steps you can take
0= Block Canadian Centre for Child Protection
down menu S You won't be able to see or contact each other
@ Unfollow Canadian Centre for Child Protection
" . . st i ts from this P
) Canadian Centre for Child Protection updated their Op seeing posts flom s Fage
¥ cover photo.
September 1 A g;:TET is in immediate danger, call local emergency services.
- EI Save place B
Add this to your saved items

(_':3 Turn on notifications for this post

</> Embed Note: After September 23, 2020, we learned that if
you select Something Else a completely different set of

m Find support or report post . . . . .
I'm cancerned about this post options appears. One of the options is child abuse, which

would be another way to flag that the content involves

a child, but this does not allow you to say the content is

¢. You can select Nudity from a menu of issues, sexual. Sexual exploitation is another option, but there is

which expands a drop down to Help us no way to flag that the content involves a child.

understand the problem
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Facebook 2: Availability of CSAM-specific options for reporting a user

x There are no CSAM-specific options for reporting a user

a. Ifyou click on the ==1on a user profile and select Find support or report profile,
a menu pops up stating that you can report the profile after selecting a problem

— . Please select a problem to continue X
| — -
:_- e ——. — You can report the profile after selecting a problem.
Pretending to Be Someone Fake Account Fake Name
|
Posting Inappropriate Things Harassment or Bullying
ICan't AccesqgMy Account I'Want to Help Something Else

| A Contact |f@lv enforcement in your area if someone is in immediate
danger.

T s e v o - - ruurrena

S

Timeline About Friends 4 Photos Videos More ¥ & Add Friend [~] ( e ’

Do you know o [ Find support or report profile

To see what she shares with friends, send her a friend request. £ Block

b. If you select Posting Inappropriate Things
you receive a pop up that only gives you the

You selected X

option to report the exact content on the + Posting Inappropriate Thin...
persons profile, like a post or status update.

If you think we should look at something specific on this profile, you can
report that exact content (like a status update).

Other steps you can take

& Block
You won't be able to see or contact each other.

Hide all from

Stop seeing posts from this person.
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Reporting a Public and Private Facebook Group

The reporting process for a Private or Public b. From there on both desktop and mobile
Facebook Group is the same on desktop and mobile you can then choose Nudity or Sexual

a. On desktop click the - More at the top of the Activity as a reason to report

page. From the drop down you can select Find Whmt's Going On? x

support or report group

v 8 rm concerned about this group

Nudity or Sexual Activity arassment or Bullying

Hate Speech Unauthorized Sales Violence

Spam

0 Group created on July 18, 2018

. You can then submit for review by

Find support or report group

clicking Report Group
Create New Group
On mobile click the (-1 at the top of the page. You selocted

From the pop up at the bottom of the page e
you can select Report group

If you think something goes against our Community
Standards please also take the time to report it.

Other steps you can take

Report Group
Submit to Facebook for Review

If you belong to the group you are
reporting, you also have the option to
Leave the group

x There are no
CSAM-specific options
for reporting a group

4 o

Share Report Group
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Facebook 3: Availability of CSAM-specific reporting options for images or videos

received in a Facebook Messenger DM

X There are no CSAM-specific reporting options for images or videos received in a
Facebook Messenger DM. You can only report the user

|;| Availability of CSAM-specific options for reporting a user on Facebook Messenger

DM on desktop
a. Click the @ icon on the top right hand side of the d. You can select Sharing Inappropriate Things and
message to open the menu a secondary drop down menu will open up
@ Let Us Know What's Going On X
n ‘We use your feedback to help us learn when something's
@ not right.
Harassment Suicide or Self-Injury
Pretending to Be Someone
Sharing Inappropriate Things ate Speech
Unauthorized Sales Other
b. You can click Privacy & Support option to open a et
drop down menu
'. p— RS
) e. Here you can select Nudity
Let Us Know What's Going On X
] We use your feedback to help us learn when something's
not right
FRIVACKCCSUREORT Harassment  Suicide or Self-Injury
Pretending to Be Someone
c. There is an option to click on Something’s Wrong Hate speeen
at the b ottom Of the llSt Unauthorized Sales Other
‘What types of things are they sharing?
PRIVACY & SUPPORT Pomography
Violent or GFHW’HC ‘Content
Motifications !
if someone is in immediate danger, call local
]gno,—e Messages g emergency services. Don't wait.
‘Send Feedback
Block Messages e _
A

Something's Wrong

wve feedback and report conversation

x There is no option on Facebook
Messenger to select Involves a child
as there is on Facebook
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D Availability of CSAM-specific options for reporting a user on Facebook Messenger
DM on mobile

a. Click the profile icon on the top left hand side of b. Scroll down to Something’s Wrong on the
the screen menu and follow the steps as described for
desktop, which features the same limited
12:15 PM 98% [E42)
reporting options
- \. 'y P g op
< Facebook w'! & 12:16 PM 98% @)
<
o Theme
|b Emoji
L —
You're friends on Facebook Aa Nicknames

You are now connected on Messenger.
MORE ACTIONS

12:15 PM )
282 Create Group with '«

G&J View Photos & Videos
a Go to Secret Conversation

Q Search in Conversation

PRIVACY & SUPPORT

a Ignore Messages

@ Block

Something's Wron
A g g

Give Feedback or Report Conversation
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Facebook 4: Availability of CSAM-specific reporting options for publicly-visible

content while not logged into Facebook and Facebook Messenger

Facebook: You can view posts and user profiles when you are not logged in, but you cannot report a user for

posting CSAM or report a post containing CSAM as outlined in Facebook 1 and 2 if you are not logged in.

facebook

Canadian Centre
for Child Protection

@CanadianCentreForChil
dProtection

Home
About
Events
Photos
Videos

Community

ik Like | A St

Photos

e/ SuggestEdits | -

Email or Phone Password

Not Logged In

Pleasze login to continue

For those who don’t have an account, Facebook’s Help Centre recommends,

“Ask a friend with an account to report the content.”

We're working to update facebook.com and the Help Center. If you don't see instructions for the version you're using, learn how to switch versions cr report a

problem

ﬂ Help Centre

Reporting Abuse

How to Report Things

| Don't Have an Account?

Reporting a Problem with
Facebook

Reporting a Privacy Violation
Hacked and Fake Accounts

Managing a Deceased Person's
Account

Uploading Your ID
Intellectual Property
About Our Policies

Login  Create Account

How do | report something on Facebook if | don't
have an account or can't see it?

# Share article

If you want to report something that goes against our Community Standards but you don't have an
account or can't see the content (example: someone blocked you), you may need to ask a friend
to help you.

Ask a friend with an account to report the content using the Find Support or Report link near the
post, photo or comment on Facebook. Keep in mind that we won't be able to take action on your
report until we can find the content you're reporting. In your report, please provide us with as
much detail as possible, including links and screenshots of the content you're reporting.

was this information helpful?
Oves Ono
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Your Privacy

staying Safe

I Abuse Resources

Suicide and Self-Injury
Resources

Crisis Response

Safety Resources for
Parents

Info for Law Enforcement

Keeping Your Account Secure

Unfriending or Blocking
Someone

Hacked and Fake Accounts

What should | do if | see images on Facebook of a
child being physically abused or sexually
exploited?

A Share article

Images and videos of children being physically abused or sexually exploited are against
Facebook policies.

If you see images on Facebook gf

content you want to report, you can ask a friend to help you.

Visit https://report.cybertip.org or call 1-800-843-5678.
4 Don't

messages

re, download, or comment on the content. It can be criminal to sh
won't be asked to p

s and videos of children being sexually abus

Seeing an image or video of a child who has been abused can be distressing. We understand that
people may be affected in different ways when they view these types of images, and we want to
be sure that there are resources available for further support. Facebook has worked with a
number of safety experts around the world to identify these resources, including social services
and tips for reaching out to professionals

More resources

If you, or a child you know, have been the victim of child physical or sexual abuse, or if you've
witnessed child physical or sexual abuse and are interested in resources or support services, we
encourage you to consider the resources provided by these organizations:

Canadian Centre
for Child Protection

@CanadianCentreForChi
dProtection

Home
About
Events.
Photos
Videos
Community

Posts

Create a Page

il Like 4 Share

Posts

2hrs - @

It could be your friend’s child. your neighbour's chille
il Learn how we are helping to protect all children:
hitps://www.youtube com/watch?v=cYPMI3k2F1Y&t=65

o Like

© send Message

Canadian Centre for Child Prot

See All .

Pages Liked by This Page >

'

1 Share

D Comment A) Share '

2 Report the photo or video to Facebook. You'll be able to check the status of your report from
the Suppert Inbox. If you don't have a Facebook account or are blocked from seeing the

3 Notify the National Center for Missing & Exploited Children using the CyberTipline:

See more of Canadian Centre for Child Protection on Facebook

Facebook Messenger: You cannot access Facebook Messenger on desktop unless you are logged in, and if you are

sent a link to a message on mobile, you are prompted to sign in.
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Il. Instagram
(owned by Facebook)

This section will outline the following:

1.
2.
3.
4.

Availability of CSAM-specific reporting options within a post
Availability of CSAM-specific options for reporting a user
Availability of CSAM-specific reporting options for images or videos received in a DM

Availability of CSAM-specific reporting options for publicly-visible content while not logged into Instagram

NOTE: Reporting on Instagram is the same on desktop and mobile for reporting. The screenshots included are from

desktop unless otherwise noted.

Instagram 1: Availability of CSAM-specific reporting options within a post

a.

b.

Click on ===1 on the post c. There is an option to select

You can select Report It's inappropriate

Report Report X
Unfallow Why are you reporting this post?
Go to post

It's spam
Share

Copy Link It's inappropriate

Embed

Cancel
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d. You can then select Nudity or sexual activity e. This prompts a new menu that includes
from the next menu Involves a child
< Report X < Report X
Why are you reporting this post? Why are you reporting this post?

< Nudity or sexual activity )
MNudity or pornograph
~ ty or p grapny

Hate speech or symbols

Sexual exploitation or solicitation

Violence or dangerous organizations

Sharing private images

Sale of illegal or regulated goods

o Involves a child

Bullying or harassment

Intellectual property violation Nudity or sexual activity guidelines

We remove:

» Photos, videos and some digitally-created content that
show sexual intercourse, genitals, and close-ups of fully-
nude buttocks.

Scam or fraud + Intimate images of others that were shared without

permission.

Suicide, self-injury or eating disorders

- Some photos of female nipples, but videos of post-
mastectomy scarring and women actively breastfeeding
are allowed.

False information

| just don't like it + Nudity in photos of paintings and sculptures is OK.

= There are times when we may remove videos that show
nude or partially-nude children.

Submit Report

x There are no CSAM-specific reporting options, or a text box to provide context
for why you are reporting
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Instagram 2: Availability of CSAM-specific options for reporting a user

a. Click on =1 on the user’s Instagram profile

b. Select Report User

Block this user

Restrict

Report User

Cancel

c. There is an option to select It’s inappropriate

Report
Why are you reporting this account?
It's spam

It's inappropriate

X

d. The next options are to Report Post, Message or

Comment, or Report Account. In this case select

Report Account

< Report
Why are you reporting this account?
Report Post, Message or Comment

Report Account

X

e. You can select It’s posting content that shouldn’t

be on Instagram

< Report

Why are you reporting this account?

It's posting content that shouldn't be on Instagram
It's pretending to be someone else

It may be under the age of 13

X

f.  You can select Nudity or sexual activity

< Report x
Why are you reporting this account?
I just don't like it

Suicide, self-injury or eating disorders

Sale of illegal or regulated goods

Nudity or sexual activity

Hate speech or symbols

Vialence or dangerous organizations

Bullying ar harassment

Intellectual property violation

Scam or fraud

False information

g. This prompts a new menu that includes
Involves a child

< Report X
Why are you reporting this account?

Nudity or pornography
Sexual exploitation or solicitation

Man-consensual intimate images

o Invaolves a child

Nudity or sexual activity guidelines

We remove accounts with:

= Photos, videos and some digitally-created content that
show sexual intercourse, genitals, and close-ups of fully-
nude buttocks.

= Intimate images of others that were shared without
permission.

= Some photos of female nipples, but videos of post-
mastectomy scarring and women actively breastfeeding
are allowed.

= Nudity in photos of paintings and sculptures is OK,

= There are times when we may remove videos that show
nude or partially-nude children.

Submit Report

x There are no CSAM-specific
reporting options, or a text
box to provide context for
why you are reporting
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Instagram 3: Availability of CSAM-specific reporting options for images or videos

received in a DM

x There is no Involves a child option in b. On both desktop and mobile you can then select

an Instagram DM like there is when
you report a post, story, or user

. To report an image in a DM on desktop, click the
(=== that appears beside the image and a Report
option will appear

(‘} cdnchildprotect

On mobile, you can press the image and the same
Report option will appear

< @ cdnchildprotect

Report Save
y

C.

Nudity or sexual activity from the next menu

Report X
Why are you reporting this message?
Mudity or sexual activity
Hate speech or symbols
Violence or dangerous organizations
Sale of illegal or regulated goods
Bullying or harassment
Intellectual property violation
Suicide or self-injury
Spam

| just don't like it

This prompts a new menu that DOES NOT
include Involves a child like the post, story, or
user reporting options

< Report X

Which best describes this message?
o MNudity or pornography
Sexual exploitation or solicitation

Threatening to share private images

Nudity or sexual activity guidelines

We take action if we find:
= Messages soliciting sexual intercourse.

= Threats to post intimate images of others.

Submit Report




L CANADIAN CENTRE for CHILD PROTECTION

Images taken within the Instagram app

a. On mobile, if an image is taken within the app b. When an image is sent using View Once, the
(not uploaded from a device’s camera roll), image cannot be seen again or reported
you have the option to select View Once, Allow e Y] D
Replay, and Keep in Chat. When images are sent p—
p y p g < . Active now Ch @

using Allow Replay and Keep in Chat, they can

be reported with the steps above

2

Send Senu . Tthers

VIEV‘)NCE ALLOW REPLAY KEEP IN CHAT
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Instagram 4: Availability of CSAM-specific reporting options for publicly-visible

content while not logged into Instagram

x You cannot report a post, story, or user for CSAM using the steps listed in
Instagram 1 and 2 if you are not logged in to Instagram

You can view a user’s Instagram page without being logged in, but you cannot click in to specific posts. You cannot
view or reply to DMs if you are not logged in.

For those who do not have an Instagram account but want to make a report, you can go through the Help Centre to
the Reporting Violations of Our Community Guidelines form.

Log in to view posts from cdnchildprotect

Instagram

Phone number, username, or email

Password

OR

K3 Log in with Facebook

Forgat password?

Dorit have an account? Sign up

‘Imtaglam Search Sign Up
cdnchildprotect XX >

301 posts 1,374 followers 1,023 following

Canadian Cntr Child Protection

We are a charitable org. dedicated to the safety of all children.
Based in Winnipeg, Mb.

For resources and to learn more §

linktr.ee/cdnchildprotect

H8 POSTS (2] TAGGED

<Y

IF YOU'REASKED
| FORANUDE
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The Instagram Help Centre recommends users who see images that sexually exploit children to report their

concerns to NCMEC, and, if they choose, to use
a hyperlink.

Instagran’s built-in reporting options, which appears as

©  Instagram

Help Centre — Priva
Hacked Accounts
Impersonation Accounts
Underage Children

Hate Accounts

Intellectual Property
Exposed Private Information
Self-njury

Abuse and Spam
Exploitation

Other Types of Reports

Back

Q How canwe h

ol
g

nd Safety Center — Report Something
Exploitation

Child Exploitation

~ What should | do if | see images that sexually exploj
Instagram?

osting, sharing or downloading images that sexually exploit children for any reason can be criminal. We
report all apparent child pornography to the National Center for Missing and Exploited Children.

If you ever see this type of content on Instagram:

* Don'tshare it or comment on it
* Report it to us by using the built-in reporting options.

* Notify the National Center for Missing & Exploited Children using the CyberTipline

If you think an image or video is spreading “virally” please report it instead of sharing or commenting on it

nt: Never download or save this content for any reason. You will not be asked to provide a
ideo in any report.

If you click the link, you are taken to the How do I report a post or profile for abuse or spam on Instagram? page,

which gives people who don't have an Instagram account the option to use a form to report something that doesn’t

follow their Community Guidelines.

© | Instagram

Hacked Accounts

Impersonation Accounts

Expey

Self-Injury

Abuse and Spam

Exploitation

Other Types of Reports

Help Center — Privacy an

If you don't have an Instagram account, you can report abuse, spam or anything else that doesn't follow our

Community Guidelines using this form.

gn Instagrarm account, you can report abuse, spam or anything else that doesn't fol

Q How can we h:

@
g

d Safety Center — Report Something

How do | report a post or profile for abuse or spam on
Instagram?

Saloi 31
Learn how to report a comment.
Keep in mind that when you report something, your information isn't shared with the person whose past or

profile you're reporting.

Was this information helpfur?

O¥es

ermalink Related articles
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If you select that you do not have an Instagram account, the form will ask Where does the violation appear? —
Photo or video or An entire profile. If you choose Photo or video or An entire profile, a follow up question appears,
which asks how the guidelines are being violated. You have the option to choose Nudity or pornography.

x There is no option to select Involves a child after this, like in the post, story, or
user reporting options when you are logged in.

Help Center

Report Violations of Qur Community Guidelines

Using Instagram >
Please use this form to report conts
5 Guidelines. When you report
you're reporting

Do you have an Instagram account?

Managing Your Account

Yes

Do you have an Insf
Troubleshooting and Login Help >

Mo
Privacy and Safety Center >
Where does the violation you're reporting appear?

Instagram for Businesses > C ® Photo or video
Comment
An entire profile

Click hen How is this photo or video violating our guidelines?

Your Instagr

- ® Mudity or pornography

o find your use
Violence or drug abuse

Your email address: ) L
Self-harm or suicide
Username of the person who posted the contel
Full name of the person who posted the content as listed on their account (optional):

Link(s) to the specific photols), violating profile(s), stories or commentis) you're reporting

Do you know this person in real life? If so, please provide as much contact information for this person as possible.

Additional information:
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To Send in the form reporters must provide their email address, the user they are reporting, links to the content
they are reporting, answer if they know the person in real life and provide as much contact info about the

person as possible.

Help Center
Report Violations of Our Community Guidelines
Using Instagram >
Please use this form to report content (ex: photos, videos) on Instagram that violates our Community
Guidelines. Wi " m 0 o i d wil rson wl ost of
Managing Your Account 5 Guidelines. When you report something, your information isn't shared with the person whose post or profile

you're reporting.

Do you have an Instagram account?
Troubleshoaoting and Login Help >

Yes
* No
Privacy and Safety Center
Y ¥ > Where does the violation you're reporting appear?
* Photo or video
Instagram for Businesses > Comment

An entire profile
How is this photo or video violating our guidelines?
* Nudity or pornagraphy

Violence or drug abuse

Self-harm or suicide
Click here if you wish to report harassment or bullying

Your Instagram username (iIf applicable):

Your email address:

Username of the person who posted the content you are reporting

Full name of the person who posted the content as listed on their account (optional):

Link(s) to the specific photo(s), violating profile(s), stories or comment(s) you're reporting

Do you know this person in real life? If so, please provide as much contact information for this person as possible.

Additional information:
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I1l. WhatsApp

(owned by Facebook)

This section will outline the following:

1. Availability of CSAM-specific reporting options within a post: Not applicable; WhatsApp does not have a
public posting feature

2. Availability of CSAM-specific options for reporting a user
3. Availability of CSAM-specific reporting options for images or videos received in a chat

4. Availability of CSAM-specific reporting options for publicly-visible content while not logged into
WhatsApp: Not applicable; you must be logged in to use the platform

WhatsApp 2: Availability of CSAM-specific options for reporting a user

|;l Availability of CSAM-specific options for reporting a user on desktop

a. Click on the user’s name at the top of the screen b. Scroll down until you find Report contact near
the bottom

X Contact info

this chat, not pp. can read or listen to th

Work Phone

Media, Links and Decs >

Mute notifications O
Starred Messages >

About and phone number

Hey there! | am using WhatsApp.

@  Block

& Report contact

B Delete chat

49
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c. Click Report on the screen that pops up x The report screen also gives the
option to Block the contact. If this is

Report this contact to WhatsApp? selected the chat’s messages will be
deleted

Block contact and delete this chat's messages

x There are no CSAM-specific
reporting options, or a text box
RHE, to provide context for why you

are reporting

D Availability of CSAM-specific options for reporting a user from mobile

a. Click on the user’s name at the top of the screen

il MTS 7% 11:31 AM @ 38%@ )

< Work Phone v %

last seen today ay11:27 AM

Today

& Messages and calls are end-to-end encrypted.
No one outside of this chat, not even WhatsApp,
can read or listen to them. Tap to learn more.

Hey how’s it going?
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b. Scroll down until you find Report Contact near ¢. You can click Report on the screen that pops up

the bottom of the menu
Report this contact to WhatsApp? If you report and block,

all MTS 11:31 AM 38%@ ) your chat with this contact will also be deleted.
< Work Contact Info Edit
Report And Block
Work Phone ® m
Report
Hey there! | am using WhatsApp.
2020-08-27 at 1:36 PM Cancel
Media, Links, and Docs 2>
B x If you choose Report and Block,
Siathed Massagas B 2 the chat with that contact will
Chat Search > V also be deleted
LD Mute No > .
x There are no CSAM-specific
Custom Tene Default (Note) > reporting options, or a text box
\ 3 Save to Camera Roll Default > to prOVIde context for Why you

are reporting

Encryption
B Messages and calls are end-to-end encrypted. Tap

to verify.
@ Contact Details

Share Contact
Export Chat

Clear Chat

Block Contact

Report Contact

WhatsApp 3: Availability of CSAM-specific reporting options for images or

videos received in a chat

X There are no CSAM-specific reporting options for images or videos received in
chat from desktop or mobile
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Reporting on Google platforms

(YouTube, Google Search, Google Hangouts)

l. YouTube

(owned by Google)

This section will outline the following:

1.
2.

3.

Availability of CSAM-specific reporting options within a video
Availability of CSAM-specific options for reporting a user

Availability of CSAM-specific reporting options for images or videos received in a DM: Not applicable;
YouTube shut down its private message function in September 2019.

Availability of CSAM-specific reporting options for publicly-visible content while not logged into YouTube

YouTube 1: Availability of CSAM-specific reporting options within a video

|;| Availability of CSAM-specific reporting options within a video on desktop

a.

b. Select Report

Click on i=:+1in the menu under the video

8 Report

p  Add translations
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c. Here you can select Child abuse, which YouTube e. After you've selected either Child abuse or
defines as, “Content that includes sexual, Sexual content you are directed to a screen
predatory, or abusive communications towards where you can select a specific timestamp in the
minors” video and provide additional details in an open

text box (up to 500 characters) before clicking
Report video REPORT

Sexual content

Report video
Violent or repulsive content
Timestamp selected *

0:03

Hateful or abusive content
Harmful or dangerous acts
Child abuse @ . . .
Provide additional details
Promotes terrorism (9

Spam or misleading (%

Infringes my rights & 0/500

OO0 O0CO0O®0O0CO0O0

Captions issue
Flagged videos and users are reviewed by YouTube staff 24 hours a day, 7
days a week to determine whether they violate Community Guidelines.
Accounts are penalized for Community Guidelines violations, and serious or
|:| This applies to links within the video description repeated violations can lead to account termination. Report channel

Flagged videos and users are reviewed by YouTube staff 24 hours a day, 7
days a week to determine whether thay violate Community Guidelines. CANCEL REPORT
Accounts are penalized for Community Guidelines violations, and serious or
repeated violations can lead to account termination. Report channel

CANCEL NEXT

d. You can also choose Sexual content, which opens
another drop down menu with the option to
select Content involving minors

Report video

(® Sexualcontent &

Choose one

Graphic sexual activity

Nudity

Suggestive, but without nudity
Content involving minors

S Abusive title or description

Other sexual content

Capuunsssuc—zr

OO0OO0OO0OO0OO0OO0O0

Flagged videos and users are reviewed by YouTube staff 24 hours a day, 7
days a week to determine whether they violate Community Guidelines.
Accounts are penalized for Community Guidelines violations, and serious or
repeated violations can lead to account termination. Report channel
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D Availability of CSAM-specific reporting options within a video on mobile

a. Click on  at the top right of the screen d. You can also choose Sexual content, but unlike

b. Select Report desktop it doesn't open another drop down menu

with the option to select Content involving
minors; you can only just REPORT

Report video

(® Sexual content

Violent or repulsive

content
o Quality - Auto (480p)
@  Captions - Off Hateful or abusive content
M Report Harmful or dangerous
acts
(7] Help & feedback

Child abuse

(%)  Playback speed - Normal

o3 WatchinVR Infringes my rights

X Cancel 2
Promotes terrorism

)
o
Y
S
Yy
L
.'f_‘\-
L
|'I‘Hh\.
L
.'fH\'-
L
Y
L

Spam or misleading
c. You can select Child abuse

Report video

infring otice

CANCEL REPORT
Harmful or dangerous

acts x There is no option to select

Content involving minors as
there is on desktop

Infringes my rights

infringement notice

Sexual content

Violent or repulsive
content

Hateful or abusive content

() Promotes terrorism

x There is no text box to provide
R context for why you are reporting
Video and believe t has been uploaded as there is on desktop

without your permission, please follow
these directions to submit a copyright
infringement notice.

CANCEL REPORT

and then REPORT. There is no option to provide
additional context.

(O Spam or misleading
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YouTube 2: Availability of CSAM-specific options for reporting a user

|;| Availability of CSAM-specific options for reporting a user on desktop

a. Inorder to report a user on desktop, you d. You can select Child endangerment (NOTE:
must know to go the user’s channel page and YouTube’s definition of child endangerment is
click ABOUT the same as their definition of child abuse —

b. Select the I™ from the ri ght hand menu “Content that includes sexual, predatory, or

abusive communications towards minors.”)

CANADIAN CEFPRE —— x
for CHILD PROTLZTION | ™

O Harassment and cyberbullying

s ProtectChildrenCA

Erpr O pivaey ©
HoME ViDEOS PLAVLISTS CHANNELS DiscuUssIoN Asout Q fearch

O Impersonation

Description
O Violent threats @

e

(® child endangerment

Detalls ™

S— )

(C) Hate speech against a protected group
() spamand scams

c. You can select Report user from a drop () None of these are your issue

down menu
Flagged videos and users are reviewed by YouTube staff 24 hours a day,
seven days a week to determine whether they violate our Community
Guidelines. Accounts are penalized for Community Guidelines violations, and
serious or repeated violations can lead to account termination.
Block user NEXT
Report channel art

e. On the next screen you are given the option

Report profile picture to select the abusive video(s) from the user’s

channel
Report user

Report user
Select abusive videos (optional)

M .
D Lolli: The Exhibit Nobody W...
1,617 views + 1 year ago

Does this make you uncom...
¥ 294 views - 1 year ago

It's Not Just a Text

196 views + 1 year ago

Someone asking 10 see you...
179 views * 1 year ago

If someone has shared your...
779 views - 1 year ago

BACK NEXT
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f.  An open text box appears to provide additional

Report user x
context before submitting the report Frovde sedtionalcontext

Additional notes

0/300

BACK SUBMIT

D Availability of CSAM-specific options for reporting a user on mobile

x You cannot report a user from mobile. It can only be done from desktop

YouTube 4: Availability of CSAM-specific reporting options for publicly-visible

content while not logged into YouTube

BETTER You can report a video on YouTube mobile without being logged in.
PRACTICE

However, you need to be logged in to report a video on desktop.

g1 &0 A SHARE =4 SAVE

] Need to report the video?

sign in to report inapproprite conten
s intimate image with info from

SIGN IN

x You cannot report a user on desktop or mobile when you are not logged in
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Google Search

This section will outline the following:

1.

2
3.
4

Availability of CSAM-specific reporting options within a Google Search

. Availability of CSAM-specific options for reporting a user: Not applicable

Availability of CSAM-specific reporting options for images or videos received in Google Hangouts chat

. Availability of CSAM-specific reporting options for publicly-visible content while not logged into Google

Search and Google Hangouts

Google 1: Availability of CSAM-specific reporting options within a Google Search

:’ Availability of CSAM-specific reporting options within a Google Search on desktop

x There are no CSAM-specific c. Ifyou select Get help, it brings you to a

reporting options from a Google How can we help you? form
Search on desktop

G

How can we help you?

You have to follow the steps to Get help to
determine that you cannot report directly to Google

a. Under an image search, click the lin the bottom ° %
right corner of the image o 't = Gt
b. The options are: P - - N

Canadian Centre for Child Protection

About Us - protectchildren.ca
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d. If you search using the terms child abuse or child sexual abuse, you can find a Help article titled, “Report
child sexual abuse imagery” which directs individuals to report the image to NCMEC or one of the
organizations listed for their country

| want to repert content that is abusive
. . £ mi
Report child sexual abuse imagery of miners
If you find a link, website, or any content that is sexually abusive towards children, you should report it o either E] Report child sexual abuse imagery

+ The National Center for Missing and Exploited Children & : They can report the content to the appropriate
authorities around the world

+ Orone of the organizations listed in this article.
Important:

+ If you suspect a child is in immediate danger in any way, contact the police immediately.
+ If you can't find your country listed, contact INHOPE through their website: https:/inhope.org/ &.

North America ~

United States

« Organization to contact: National Center for Missing and Exploited Children

= Website: repor
- Phone number: 1-800-THE-LOST (1-800-843-5678)

ybertip.org/ &

- If you think a child may be at immediate risk of abuse, call 911 or your local palice

Canada

« Organization to contact: Cybertip.ca
* Website: wv
* Phone number: 1-866-658-9022

rtip.ca/ @

Mexico

« Organization to contact: Alianza por la Seguridad en Internet (ASI)

« Website: http://asi-mexico.org/ B
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D Availability of CSAM-specific reporting

options within a Google Search on mobile

x There are no CSAM-specific
reporting options from a Google
Search on mobile

The Get help link is not as easy to locate as on
desktop. Instead of clicking on the image as you
would on desktop, you must scroll down past all
the related images that appear

Once you select Get help, the reporting process is
the same as outlined in Google 1 desktop

all MTS & 11:21 AM @)

(*) Canadian Centre for Child Protection

Visit

About Us - protectchildren.ca

Images may be subject to copyright. Learn More

Related images

After shocking case of neglect, provinc...
cbe.ca

Children's Bureau Timeline - Child Welf...
childwelfare.gov

Significant fall in child protection enqu...
hackneycitizen.co.uk

About - Memphis Child Advocacy Center
memphiscac.org

Harris County officials focus attention ...
houstonchronicle.com

our services — CPC: Children's Protecti...
childrensprotectioncenter.org

SEE MORE

Send feedback ‘ Get help ’ Collections

g
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Ill. Google Hangouts

Google 3: Availability of CSAM-specific reporting options for images or videos

received in a Google Hangouts chat

|;| Availability of CSAM-specific reporting options for images or videos received
in a Google Hangouts chat on desktop

x There are no CSAM-specific reporting options for images or videos received in a
Google Hangouts chat on desktop. You can only report the user
a. Click the 8 icon at the top right hand side of the chat

b. There is an option to Block & report

Conversation history

Hi, L&

Get started by calling or messaging a friend below.

Archive conversation

Delete conversation

Block & report

Hi, L&

Get started by calling or messaging a friend below.

Block & report

will not be able to message you any more. Leamn

more here

Also report

A copy af their last 10 messages will go 1o Google

x There is no option to provide additional context as to why you are reporting the user
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D Availability of CSAM-specific reporting options for images or videos received in
a Google Hangouts chat on mobile

X There are no CSAM-specific b. You can select People and then locate Block user
reporting options for images in that menu
or videos received in a Google
Hangouts chat on mobile

x There is no way to report a user on
mobile as there is on desktop

The only option you have is to Block a user, and
even this is difficult to locate

a. Click the (---1at the top of the chat screen and
select People

Active yesterday

@ Send message
B Video call
R, Voice call

= View profile

2% Peopl : >
cope < @ Block user

Q Options

X Cancel

+ah Create new group

JB Feedback

X Cancel

Google 4: Availability of CSAM-specific reporting options for publicly-visible

content while not logged into Google Search and Google Hangouts

With Google Search you do not have to be logged into a Google account to use the Get help option, but with
Google Hangouts you are required to be logged in to view or respond to chats.



62

CANADIAN CENTRE for CHILD PROTECTION

Reporting on Snapchat

This section will outline the following:

1. Availability of CSAM-specific reporting options within a Snap (posted by friends in their story or under the
For You section)

2. Availability of CSAM-specific options for reporting a user
3. Availability of CSAM-specific reporting options for images or videos received in a chat

4. Availability of CSAM-specific reporting options for publicly-visible content while not logged into Snapchat:
Not applicable; you must be logged in to use the platform

Note: Snapchat has been reviewed on mobile only. In order to use Snapchat on desktop, an emulator is required,

therefore the desktop version was not assessed.

Snapchat 1: Availability of CSAM-specific reporting options within a Snap

1. Availability of CSAM-specific reporting
options within a Snap story

Note: Stories are posted by friends on Snapchat

a. Tap the at the top right of the screen, or tap and
hold the image to bring up the 1 and select
the flag
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b. You can select Nudity or sexual content

< Report X

Nudity or sexual content
Harassment or hate speech
Threatening, violent, or concerning
They are pretending to be me
More options

| just don't want to see it

Note: If you choose More options it brings up
categories aimed at self-harm, drug use, or
intellectual property infringement.

c. 'This leads you to another screen with the option to
select It’s an inappropriate Snap of someone else

< Report X

It's an inappropriate Snap of me

v It's aninappropriate Snap of someone else

It asks for or threatens to post
inappropriate Snaps

It sells or promotes inappropriate Snaps

x There are no CSAM-specific
reporting options or option to
include involvement of a child
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Availability of CSAM-specific reporting options within a Snap under the For You section

Note: Snaps posted under the For You section are from other users you don’t know

a. Tap the [ at the top right of the screen, or tap and c. This opens a 250 character text box to share
hold the image to bring up the 1™ and select more information
the flag
Report X
b. You can select Nudity or overly sexualized < 5
content Is there more information you want to share?
< Report X |

Why are you reporting this Snap?

| just don't want to see it

Nudity or overly sexualized content m S5
5

Harassment or hate speech

Excessive violence

Promotes illegal substance use
Offensive or shocking

Other

More options

Note: If you choose offensive or shocking or other, it
will lead to the same text box set out below. Selecting
More options will give you a set of categories before
the text box, none of which apply to CSAM

Snapchat 2: Availability of CSAM-specific options for reporting a user

a. Tap the [ at the top right of the user’s (. e )

Block
profile screen

Remove Friend

b. You can select Report at the top of the menu Edit Name
Pin Conversation [ new ]
Clear Conversation
Delete Chats... After Viewing
Message Notifications All Messages

Game and Mini Notifications 0
Story Notifications

Mute Story

Share Snapcode

Send Username To... °

Done
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¢. A menu pops up with five options XK There is no CSAM-specific options
for reporting a user, no option to
< Report X state the concern involves a child,

or add context to why you are
reporting the user in a text box

except if you are reporting that an account is
They're annoying ( PEY P &

impersonating you)
They've been hacked

Mean or inappropriate Snaps

Impersonating account

Spam account
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Snapchat 3: Availability of CSAM-specific reporting options for images or videos

received in a chat

a. Tap the [ at the top right of the screen of the
image, or tap and hold the image to bring up the

1" and select the flag

b. You can select Nudity or sexual content

4 Report X

| don't want to receive Snaps from them

| just don't like it

Nudity or sexual content

Harassment or hate speech
Threatening, violent, or concerning

They are pretending to be me

More options

c. This leads you to another screen with the option to
select It’s an inappropriate Snap of someone else

4 Report X

It's an inappropriate Snap of me
v It's an inappropriate Snap of someone else

It asks for or threatens to post
inappropriate Snaps

It sells or promotes inappropriate Snaps
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However, if an image is sent in a chat that has d. Whether an image was taken in the app or
been uploaded from a device’s camera roll, there uploaded from a camera roll, images/Snaps will
is no option to report this image eventually disappear from the chat, often right
after they have been opened
w!l Fido & 9:50 AM 70% )
9 “ L = > x There is no CSAM-specific reporting
|LJ Opened | options for images or videos
received in a chat, no option to state

the concern involves a child, or add
context to why you are reporting in a
text box

Save in Chat
Saved by:

Save to Camera Roll

Snap Reply

000000800

+ Jzlx]c]v]eln]m
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Reporting on Microsoft platforms

(Bing, Skype)

This section will outline the following steps:
1. Availability of CSAM-specific reporting options within a Bing Search
2. Availability of CSAM-specific options for reporting a user
3. Availability of CSAM-specific reporting options for images or videos received in Skype chat

4. Availability of CSAM-specific reporting options for publicly-visible content while not logged into Bing
and Skype

NOTE: Reporting on Bing and Skype is the same on desktop and mobile. The screenshots included here are from the
desktop.

(owned by Microsoft)

Microsoft 1: Availability of CSAM-specific reporting options within a Bing Search

a. Select an image from Bing and click on (=::: More b. You can select Child sexual abuse from the
in the bottom right corner of the image and options that pop up and then submit
select Flag as inappropriate
NOTE: On mobile only the ... appears but

cybertip
otherwise all steps are the same.)

cybertip:ca
n Report an inappropriate content

Please select one of the options below.
1 oypersideca

Cybertip.ca Alerts . .
mage m — View image

cybertip:ca

My saves

More sizes G chid Sex

Flag as inappropriate

Child Sexual Abuse

Submit

BETTER
PRACTICE
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Il. Skype

(owned by Microsoft)

Microsoft 2: Availability of CSAM-specific options for reporting a user in a

Skype chat

a. From the menu of RECENT CHATS on the left of the screen (which is a list of users you have chatted or had calls
with), right click on the name of the user and click View profile. Alternatively, click on the user’s name at the top

of the chat screen

S e )

I C50.00 L
r —— o
=

L]
® Active now | = Gallery | = Find
Q People, groups & messages

El & = Q2

Chats Calls Contacts Notifications

34 Meet Now [& NewChat ~ Today

11:25 AM

RECENT CHATS - o)
Hello

— 11:26 AM
-
@ Hello

-

Start chatting on Skype
Q. Use Search to find anyone on
Skype.

11:26 AM

Hello

@ Type a message % = \@;
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¢. When you select Block contact, a pop up appears
and gives you the option to Report abuse from

this person using a toggle

On mobile, tap and hold the user name for the profile
to pop up and then all other steps are the same

b. You can scroll down to the bottom of the menu

to Block contact Block this contact?
> ¢ Profile Report abuse from this person
(& skype Name Select a reason
Add to favourites a» Spam BETTER
Contains nudity or pornegraphy PRACTICE
CHAT GALLERY
Child endangerment (exploitation)

’ Harassment or threats
Cancel

Block

Chat settings
d. Here you can select Child endangerment

Delete contact
(exploitation)

‘ Block contact ’
——

X Once the Skype user is reported,
the chat is deleted
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a. Right click on the image within the chat (on b. You have the option to select Child
mobile tap and hold the image) and a menu will endangerment (exploitation) and then Report

pop up. You can select Report

W Report this picture?

Hello

Block this contact?

. Spam
BETTER

. Contains nudity or pomography PRACTICE
~ Child endangerment (exploitation)
Save as..
aves . Harassment or threats
Forward
Add bookmark

Select Messages

Unread from here

With Bing image search you do not have to be logged in to any kind of account to

BETTER
PRACTICE make a report

With Skype you have to be logged into a Skype/Microsoft account to use the platform
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Reporting on TikTok

This section will outline the following:
1. Availability of CSAM-specific reporting options within a video
2. Availability of CSAM-specific options for reporting a user
3. Availability of CSAM-specific reporting options for images or videos received in a DM
4

. Availability of CSAM-specific reporting options for publicly-visible content while not logged into TikTok

TikTok 1: Availability of CSAM-specific reporting options within a video

|;| Availability of CSAM-specific reporting options within a video on desktop

a. Click on I" Report on the top right of the video
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b. A menu pops up with the following reporting
categories. One option is to select Pornography
and nudity. You then click submit and the report
is complete

Report

Misleading information Damgerous_. rganizations

and Individuals
lllegal activities and Violent and graphic
regulated goods content

- Sulcide, self-harm, and

Animal cruelty :

dangerous acts
Hate speech Harassment or bullying
Pornography and nudity Minor safety

Intellectual property

Spam Infringement

Other

c. Another option is to select Minor safety. The

following menu appears, including additional

reporting subcategories. One available option is

Child abuse, and then you can submit

e — e

Underage delinquent
behavior

Child abuse

Cancel

LS

Report

Inappropriate for minors

LS

x There are no CSAM-specific
reporting options within a video, or
a text box to provide context for why
you are reporting on desktop

73
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D Availability of CSAM-specific reporting options within a video on mobile

a. You can either press/hold down on the video for b. Tap Report on the menu that appears

the pop up menu to appear

Following = For You

¥ save video Send to
[ Add to Favorites >

igterested

Share to

codees

Message  Snapchat SMs WhatsApp ~ WhatsApp  Instagram
status.

Report interested Save video Duet stitch Add to
Favorites

(D@x_v@é?ﬂm

or click Share in the menu on the right hand side ¢. A menu of reporting categories appears.
of the video There are options to select Minor Safety and
Pornography and nudity

W MTS T 10:01 AM @ 48%@ )

< Report

Select a reason

Misleading information >

Dangerous organizations and individuals >

lllegal activities and regulated goods >

Violent and graphic content >

Animal cruelty >

Suicide, self-harm, and dangerous acts >
| 2 Friends Hate speech >
= cine! Sound Harassment or bullying >

Pornography and nudity >

or

Minor safety >

Spam >

Other >
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e. Every reporting category in the menu, including
Minor safety or Pornography and nudity has the
option to include up to 200 characters of text and

d. If you select Minor safety, the menu to select
Child abuse appears

W MTS T 10:01 AM @ 47%@)
up four images to the report for context
4 Report
wl MTS 10:01 AM 9 47% @)

Select a reason < Report
Underage delinquent behavior > )

Report reason: Pornography and nudity
Inappropriate for minors >

Report Description (Optional) 0/200
Child abuse > Please provide as much detail as possible

|

0/4
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TikTok 2: Availability of CSAM-specific options for reporting a user

|;| Availability of CSAM-specific options for reporting a user on desktop

a. Hover over the =1 at the top right of a user’s
profile page and the g

b. Select Report account

| 4 |

Report

@ Report account Report content

Cancel Next

¢. One option is to select Posting Inappropriate
Content from the listed reporting categories

Posting Inappropriate
g Anappap Pretending to Be Someone

Content

Intellectual property

Inappropriate Profile Info
pprop! Infringement

Other

Report button appears

d. There are options to select Pornography and

nudity or Minor safety

Pornography and nudity

llegal activities and
regulated goods

Harassment or bullying

Violent and graphic
content

(®) Minor sarety

Cancel

Report

Dangerous organizations
and Individuals

Hate speech

Sulcide, self-harm, and
dangerous acts

Animal cruelty

Spam

e. If you select Pornography and nudity, click

submit and the report is completed. If you select

Minor Safety, one available option is Child abuse,

and then you can submit

Underage delinquent
behavior

(®) Child abuse

Cancel

Report

Inappropriate for minors

Submit

There are no CSAM-specific options

for reporting a user, or text box
to provide context for why you are
reporting on desktop
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D Availability of CSAM-specific options for reporting a user on mobile

a. Click the =1 at the top right of the user’s d. There is an option to select Posting
profile page Inappropriate Content
il MTS 2 :50,AM il MTS T 11:17 AM @ 79% @m),
< . e < Report

Select a reason

Posting Inappropriate Content >
Pretending to Be Someone >
e
Inappropriate Profile Info >
1 1 (o]
Following Eollowers Hkes Intellectual property infringement >
o
Message ~a A4 Other >

e. There are options to select Pornography and
nudity or Minor safety

all MTS = 1:17 AM @ 79% @m)
< Report
Select a reason
Pornography and nudity >
] Dangerous organizations and individuals >
b. Select ™ above Report
Illegal activities and regulated goods >
Send to
Hate speech >
Harassment or bullying >
More
Suicide, self-harm, and dangerous acts >
Share to
@ o @ @ ﬂ @ Violent and graphic content >
Animal cruelty >
Message SMS WhatsApp ~ CopyLink  Facebook Messenger
Minor safety >
O
F 1\© & ™
Spam >
Report Block Remove Send message
this follower
Cancel

c. Select Report account

al MTS & 11:16 AM 81% @m)

< Report
Select a reason

Report account >

Report content >
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f. If you select Minor Safety a menu pops up that You can then add up to 200 characters and up to four
includes Child abuse photos in the optional report description
all MTS 11:51 AM 9 80% @m) al MTS T 11:28 AM 9 78% @m)
< Report 4 Report
Select a reason Report reason: Report account
Underage delinquent behavior >
Report Description (Optional) 0/200
Inappropriate for minors > Please provide as much detail as possible
Child abuse >

A

0/4

If you know that someone is in immediate physical danger, please
contact your local law enforcement right away.

If you select Pornography and nudity you get the same
description and photo screen that appears when you
select Minor Safety
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TikTok 3: Availability of CSAM-specific reporting options for images or videos

received in a DM

You cannot receive DMs on desktop, so only mobile has been reviewed.

You cannot upload and send images/videos from a device, but you can forward/send TikTok videos in DMs. You

cannot report the video directly from the DM; you have to click on and play the video, and report it as noted in
TikTok 1.

Other option is to report the entire chat, which
contains the video

a. Click the r==1at the top right of the chat c. There are options to select Pornography and
nudity or Minor safety
< e e >
Wednesday 11:46 AM < Report
Select a reason
Say hi to X
Dangerous organizations and individuals >
Hi= Q et
Y] dvivi o
N\ / s \ - lllegal activities and regulated goods >
q b - [—
Violent and graphic content >
Animal cruelty >
Suicide, self-harm, and dangerous acts >
Hate speech >
Harassment or bullying >
Pornography and nudity >
Minor safety >
Send message... @ Spam >
Intellectual property infringement >
b. You can select Report

< Details

Mute notifications

Pin to top

>

Block >
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d. If you select Minor Safety a menu pops up that e. Ifyou select Pornography and nudity the same
includes Child abuse. You are taken to a screen process applies as it does for Minor Safety

where you can attach the chat history and add

up to 200 characters and up to four photos in the < Report
optional report description Report reason: Pornography and nudity
< Report Chat history Attach messages >
Report reason: Minor safety
Report Description (Optional) 0/200
Chat history Attach messages » Please provide as much detail as possible

Report Description (Optional) 0/200

Please provide as much detail as possible

0/4

0/4

TikTok 4: Availability of CSAM-specific reporting options for publicly-visible

content while not logged into TikTok

You can report videos on both desktop and mobile on TikTok when you are not logged in.
The reporting process is the same as when you are logged in for reporting videos and users
as outlined in TikTok 1 and 2.

BETTER
PRACTICE
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Reporting on Discord

Note about Discord server moderators: People who are familiar with the platform may be inclined to first report CSAM
to a Discord server moderator. However, a moderator is simply the individual who created the server; they don’t have any

accountability to the platform, and may not act on a report or ignore it.

This section will outline the following:
1. Availability of CSAM-specific reporting options within a post
Availability of CSAM-specific options for reporting a user

Availability of CSAM-specific reporting options for images or videos received in a DM

L

Availability of CSAM-specific reporting options for publicly-visible content while not logged into Discord

Discord 1: Availability of CSAM-specific reporting options within a post

|;| Availability of CSAM-specific reporting options within a post on desktop
x There are no CSAM-specific reporting options within a post on desktop

a. To locate the report form you must first click on
the Help button at the top right of the page
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b. This launches support.discord.com. There is no mention of reports here, however there are two ways to find

the report form. If you click Submit a request in the top menu bar, it launches the request form

Feedback English (US) @ Submit a request Signin

Help Center

Need help? We've got your back.

From account settings to permissions, find help for everything Discord
If you're new to Discord and looking for tips, check out our Beginner's Guide

c. Select Trust & Safety from the drop down menu d. Another option is to search the term report when

you are on the support.discord.com page. The top

Submi search result is, “How to Properly Report Issues
ubmit a request to Trust & Safety” which launches a new page

What can we help you with?

Help & Support
Biling Help Center
Trust & Safety

Community Programs

Translation Errors Q report|

How to Properly Report Issues to Trust & Safety
Discord > Trust & Safety » Account / Server Safety

Report Unauthorized Transactions
Discord = Billing = Billing Help

This opens the report form

Need help? We've got your back.
Submit a request
From account settings to permissions, find help for everything Discord
If you're new to Discord and looking for tips, check out our Beginner's Guide

What can we help you with?

Trust & Safety

Your email address

Report Type

Please fully review our " port the faster
we can make sure the right person sees i

Subject

Description

Attachments (optional)

Add file or drop files here

Submit potectedyrecarTcia [P o]
from—
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e. This page outlines the steps to report issues to
Discord’s Trust & Safety team

— The instructions on the form state to
right click on the message and select
Copy Message Link when on desktop

— You can launch the link to the form located
at the very bottom of this page under the
REPORTING THE ISSUE heading

NOTE: If you are using Discord on a browser, the

right click option does not apply. You must download
Discord and run it from your desktop for the right click
option to work.

How to Properly Report Issues to Trust & Safety
o scord Trust & Safety Team Folow |
J© 17 days ago - Updated —

In order to investigate issue:
o the message yo
sample of ofl

All you have to do is right click the message and click 'Copy Message Link!'

Android:

For Message Link, tap and hold the Message. You should see the last item on the drop-down menu
‘Share'. Click Share to open the next menu. Select ‘Copy to Clipboard:

Copy to
clipboard

ios:

For Message Link, tap and hold the Message. You should see the last item on the drop-down menu: 'Copy
Message Link'

REPORTING THE ISSUE

O v M

s:/ldiscordapp.comichannel s/ xonoonooononoon OO NN

‘You are ready to send the information to our Trust and Safety team, by filling out the form here: https:/idis.gd/report

XXXKXKXKXK

it the form here: https:/idis.gdireport

/
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. On the Submit a request page there are two
Report Types that may be relevant to reporting
CSAM: Child Safety and Graphic content or
illegal pornography.

Submit a request

What can we help you with?

Trust & Safety

Your email address
Report Type
Please fully review our reporting options. The more accurately you submit your report, the faster

Wwe can make sure the right person sees it.

Subject

Description

Attachments (optional)

Add file or drop files here

Submit protected byrecaptcra [P ]
Privacy - Terme

x You must provide an email address in order to submit the report form

Submit a request

What can we help you with?

Trust & Safety

Your email address

[CI Requester: Email: cannot be blank

Message Link (i.e., https:i/discord.com/channels OO0 XXX XX)

https:/idiscord.comi/channels/753650887588703322/755650698331226244/755156191

To get the message link, right-click on the message you want to report.

Report Type

Child safety

Please fully review our reporting options. The more accurately you submit your report, the faster

we can make sure the right person sees it.
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g. If you select Child safety, two additional fields pop up:

— Message Link to paste the Copy Message Link, which is required to submit the report

 —

BETTER
PRACTICE

Submit a request

What can we help you with?

Trust & Safety :

Your email address

Message Link (i.e., https:/idiscord.com/channels XOOOCOOCOOUTX XXX XX)

To get the message link, right-click on the message you want to report.

Report Type
Child safety "

Please fully review our reporting options. The more accurately you submit your report, the faster
we can make sure the right person sees it.

How is this an issue of child safety?

Distribution of child pornography b

Subject

— How is this an issue of child safety? which brings up a menu of reporting subcategories, including
Distribution of child pornography

How is this an issue of child safety?

Minors are in a dating server

Useris under 13

Distribution of child pornography
Sexual drawing of a miner (eg. loli)
A user or server sexualizing a minar

A minor accessing adult content

— You have the option to fill in a Subject and Description before submitting
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h. If you select Graphic content or illegal pornography, three additional fields pop up:

Message Link (i.e., https://discord.com/channels XOXOCOCKOOOCOUXXXXXX)

—_

To get the message link, right-click on the message you want to report.

Report Type

I Graphic content or illegal pornography -

Please fully review our reporting options. The more accurately you submit your report, the faster
we can make sure the right person sees it.

Where did you encounter the reported content?

BETTER How is this graphic content or illegal pornography?

PRACTICE ﬁ Distribution of child pornography v

— Message Link where you can paste the link copied in step d, which is required to submit the report

— Where did you encounter the reported content? which opens another drop down menu

Where did you encounter the reported content?

In a server that | own

In a server that | don’t own

In a direct message
Distribution of child pornography -

— How is this graphic content or illegal pornography? which brings up a menu of reporting subcategories,
the last of which is Distribution of child pornography

How is this graphic content or illegal pornography?

Someone sent me unwanted pornography
Adult content outside of NSFW channel
Gore or animal cruelty

Sexual drawing of a minor (eg. loli)
Revenge pornography

Distribution of child pornography

— You have the option to fill in a Subject and Description before submitting
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D Review of ability to report content as CSAM from within a post on mobile

a. Press and hold the image

b. Select 1™ Report from the bottom of the menu
that pops up

all MTS T 11:05 AM

Message
Mention
Mark Unread

Save Image

Copy Media Link

Copy Message Link

Copy ID

Report

c. You can select Illegal Content from the top of
the What is it you're reporting? menu and
click Report

all MTS T 11:06 AM

Close Report Message Posted by

WHAT IS IT YOU'RE REPORTING?

_lllegal Content

Harassment

~~ Spam or Phishing Links

Self Harm

. NSFW Content

x The reporting category Illegal

Content covers a wide range of
issues, including child pornography,
solicitation of minors, terrorism,
threats of school shooting and
criminal activity, but there is no way
to specifically choose which one of
those options you are reporting
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Discord 2: Availability of CSAM-specific options for reporting a user

x There is no CSAM-specific options for reporting a user on desktop or mobile

Discord 3: Availability of CSAM-specific reporting options for images or videos
received in a chat

The process for reporting content sent within a DM on both desktop and mobile are exactly the same process as
reporting a post, as outlined in Discord 1.

Discord 4: Availability of CSAM-specific reporting options for publicly-visible

content while not logged into Discord

|;| Availability of CSAM-specific reporting options for publicly-visible content
while not logged into Discord on desktop

You can accept an invitation to join a Discord server without having an account. When you follow the invitation
link you are required to provide a username for the server and a birthday. Discord asks for an email and password
to Claim your account but you can click outside this box to go directly to the server.

The steps for reporting are the same in Discord 1 and 3, requiring you to locate the report form.

As in Discord 2, there are no CSAM-specific options for reporting a user

D Availability of CSAM-specific reporting options for publicly-visible content while
not logged into Discord on mobile

You cannot access Discord on mobile without being logged in. When you click a server invite link, you are directed
to the log in/sign up screen if you open the link with the app. If you open the link with a browser, you are directed
to a page to download the app.
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Reporting on Pornhub

This section will outline the following:
1. Availability of CSAM-specific reporting options within a video or image
2. Availability of CSAM-specific options for reporting a user

3. Availability of CSAM-specific reporting options for images or videos received in a chat: Not applicable; you
cannot send videos or images through the DM feature

4. Availability of CSAM-specific reporting options for publicly-visible content while not logged into Pornhub

Pornhub 1: Availability of CSAM-specific reporting options within a video or image

Note: The steps for reporting a video and reporting an image of Pornhub are identical on desktop and very similar on
mobile. The screenshots included in this section show reporting for video unless otherwise noted.

Option 1

|;| Availability of CSAM-specific reporting options within a video or image on desktop

a. Click on the [™ Report at the bottom right corner For an image, click on the ® below the photo. The
of the video remaining steps are the same for reporting a video or

image on desktop

W FREE PREM

FUN VIDO

89



CANADIAN CENTRE for CHILD PROTECTION

b. A pop-up box appears with the reporting
categories. One option is to select Potentially

Report This Video

features a Minor. Click Submit

Infinges My Rights or Other Legal Concern @
Copynght Concem @
Potentially features a Minor @

Violent or Harm For the purposes of our policy
Hateful or Inflan Te=rtel pmil e

Spam or Misleading Content @

Otherwise Inappropriate or Objectionable @

D Availability of CSAM-specific reporting options within a video or image on mobile

a. Below the video, tap More, which opens a menu
with an option to I® Report

[ 4

1 week ago

ALBUM: Fun Times

+

Add to

10 VIEWS 0%

Explore

For an image, the 1™ FLAG is located directly
under the Explore section. The remaining steps
are the same for reporting a video or image

on mobile
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c. A pop-up box appears with the reporting
categories. One option is to select Potentially

features a Minor. Click Submit Report This Video

Infringes My Rights or Other Legal
Concern ©

Copyright Concern @
Potentially features a Minor @
Violent or Harmful Acts @

Hateful or Inflammatory @

Spam or Misleading Content @

Otherwise Inappropriate or
Objectionable @
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Option 2

At the bottom of every page there is a Content
Removal button under Support and Help that takes
you to the Content Removal Request form

You can also access this form by clicking Read More to expand the information at the bottom of the Report this
Video or Report this Image menu and clicking the link to the Trust and Safety page. This page directs you to
Report child sexual abuse material by clicking file a removal request here.

(5=

Reporting Abuse and Violations

The Pornhub Community >

Policies and Related Guidelines  »  VVe take anumber of actions to help ensure that our community remains safe, inclusive, diverse, and free from abusive and llegal
content. It is vital for the safety of our community to ensure that the process of reporting is as clear and as simple as possible in

Reporting Abuse And Violations ¥ order to ensure an easy process for those doing the reporting, as well as speed up the review and, where appropriate, removal of

content.

Sexual Wellness & Mental Health N

Support [ Report A Video, Album, Or Image

RTA [Restricted to Adults] 5

Compliance

Requesting Personal Information > If you identify a piece of content that is illegal or violates any of our non-copyright related . we invite you to

complete and submit our

vpes of content viclations you can alert us to:

and file a removal request

» Child sexual abuse material: Learn more about our
* Violent content: Learn more about our and file aremoval request
+* Mon-consensual content: Learn more about our non-consensual content and file a removal request

t our content removal request form, we ask that you please include all relevant URL links as wi

in reviewing your request to have the contept re

a. You cannot submit the report unless you provide your email and name

b. You are asked to provide the URLs of the content you want removed and, in a second text box, the reason you

want it removed.

c. The form asks for a digital signature where it states, “By typing your name in the field below, you guarantee that
you are the person being named and represented on this form and that all provided information is accurate”
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Porn[{f1 o EEE ¢ e
HOME

PORN VIDEOS + PORNSTARS + EYyIZLLD

Content Removal Request?

Anyone can report a piece of content to be reviewed and addressed. Porhub takes all content removal requests seriously.
Should you be the victim of -

- revenge porn
« blackmailing

- intimidation because a video or photo that was posted on one of our sites that you did not authorize
-« acomment on a video or photo that reveals personally identifiable information

OR
Should you come across content that you have reason to believe:

— involves a person who is underage; or
— otherwise violates our terms of service

Please complete the form below and we will remove the content expeditiously.

For all other content removal requests related to copyright infringement, please contact copyright@pormhub.com or use the DMCA takedown request form on /information/dmca.

Is this issue related to copyright infringement?

®Yes
LA

URLS of the content you want removed:

Have you ever agreed fo the distribution of this content?

® Yes
L L

Reason why you want this content removed:

Digital Signature:

By fyping your name in the field below, you guarantee that you are the person being named and represented on this form and that all provided information is accurate.

Capicha:

Please enter the characters below as requested to complete your submission

. I'm not a robot

How To Make Sure A Video Never Gets Uploaded To Pornhub Again:

‘We use MediaWise®, a third-party automated audiovisual identification system, to assist us in identifying and blocking content from being uploaded by users. Videos uploaded to Pomhub are
compared against Media\Wise®'s database of digital fingerprints. When a video is matched to a digital fingerprint, access fo it is disabled. If you are interested in having your content digitally
fingerprinted by the provider of the automated audiovisual identification system we use, please contact Vobile Customer Support at support@vobileinc.com or by phone 1-408-492-1100.
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NOTE: The process for reporting a user is the same on desktop and mobile. The screenshots below are for desktop
unless otherwise noted.

a. From the user’s main profile page on desktop, scroll to the bottom of the page, below the user’s Subscribers

b. Select REPORT USER located on the right of the screen.
On mobile, select down arrow located below the user’s profile information and scroll to the button Report

User. The next steps are the same on desktop and mobile

& EOW =mae

Friends  Subscribed  Send Massage

= onLNE
More v

View Activity - View All

°
subscribed to

Photos (1)

FunTimes
1 Puotos

Last Login: 1 minu Frends (1)
Relationship Status: ¢

Country: C

Video Views: 2 Subsciibers (3)

e [* B

Videos Watched: 2

Joined: Subscriptions (1)

Achievements:

O

‘THE HAND HELD THE VIRGIN

LO Block User

F Report User
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c. A box appears titled Report User. One option is to select This user appears to be underage (For example,
when an apparent underage user is posting material of themselves). A second option is to select This user’s
content violates Pornhub’s Terms. There is also an optional text box to provide additional context to the
report. Click Submit

Report User

ars to be underage
mming
contentviolates Pornhub's Ti

Reasaon (optional):

Although the reporting flag icons are visible on the page for both desktop and mobile for both videos and images,
you are not able to report either unless you are signed in.

However, you have the ability to report users regardless if you are logged in or not on

ElEQH:ETF}CE both mobile and desktop.

The options and steps are the same as outlined above in Pornhub 2.

D On mobile: Q On desktop:

Report This Video

Log in to flag inappropnate content

Report This Video

Log in to flag inappropriate content
9 g inapprop Read mor ut how to us

Read more about how to report abuse and
violations
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Reporting on XVideos

This section will outline the following:
1. Availability of CSAM-specific reporting options within a video or image
2. Availability of CSAM-specific options for reporting a user
3. Availability of CSAM-specific reporting options for images or videos received in a chat
4. Availability of CSAM-specific reporting options for publicly-visible content while not logged into XVideos

NOTE: Reporting on desktop and mobile is the same process. The screenshots are from desktop unless otherwise noted.

XVideos 1: Availability of CSAM-specific reporting options within a video or image

Option 1: Availability of CSAM-specific reporting options within a video

a. Click the ™ Report button located below the video (on mobile click the 1‘) S —

& xvideos.com

funvidos e e e R a8 e e e

- xvideosTET st 0 Android App

Remove ads X

funvidos EE3
] s o

<)Embed / <& Share @ Watch later

O Comments & Download &} Add to my favori 1™ Report
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b. There is an option to select Underage as the reason for reporting in the box that pops up.

Report this video:

Reason © Nevermind © Spam © NotPom ) Underage © Other

Email

Content owners, click here to send us a takedown request for copyright infringement

Note: Within the mandatory text box field it states, “Please give us some details, or your report will be ignored”

¢. You must provide an email address and fill in the text box with at least 10 characters to be able to submit
the form. Click Report

Remove ads

- © Comments & Download & Add to my favorites <> Embed | <& Share  ©Watch later

Report this video:

——

Invalid em=:*

Invalid email address.

Report this video:

Your message is too short (10 characters min)

e —

Your message is too short (10 characters min)
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Option 2
At the bottom of each page there is a Content removal button that links to the XVideos’ Abuse Reporting Form

On a main page and user profile page it looks like this:

Terms of sewvice - Upload Your Videof{~ Content removal - Jdvertising - XVideos on Twitter - RSS Deletes - XVideos Android App - XVIDEOS RED - More..
XVideos.com - the best free porn videos T free.

On a video page it looks like this:

For support, content remaoval,_content reports, terms of service and more, wvisit this page.

#Videos.com - the best free porn videos on internet, 100% free.

a. You are asked to provide the URL(s) of the content you're reporting in the text box
b. There is an option to select Underage individuals as the reporting category

c. The form asks you to provide details about the content you are reporting in a text box and asks you to include
a reference to applicable laws you believe are relevant
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VIDEOS ABUSE REPORTING FORM o

Please use this form to report non copyright-related issues, such as privacy, abuse, harassment, inappropriate or illegal content.
To report copyright-related issues with posted content, please use this form.

URL(s) of content*

Please provide the URL(s) of the material you are
reporting. Do not report the URLs of third-party sites
hosting embedded videos, as we cannot control third-
party sites. If you wish to report XVideos content that
has been embedded on another site, please click on the
video player and send us the URL of the video as hosted
on W w.Xvideos.com.

1 per line
Please identify the specific category of @ Privacy
issue you are reporting (select one) = Trademark

@ Underage individuals
) Harassment

) Spam

= Other

Please explain

Please explain (in detail) why you are
reporting the content and the problems with
the content. Please include a reference to

anY ap‘p“l:ab‘le |EWS ‘J"Du D-ElIE‘JE are ou about your repon_ This will require email va\ldatlon, S0 please check for a
relevant.

pd

-
Emal

Address

Postal code

Country

Phone number ‘

|
|
City ‘
|
|

| swear under penalty of perjury that the information in this nofification is accurate and that, to the extent my report involves the alleged
violation of a legal right, | am the owner of such a right or authorized to act on the owner's behalf.

[[] Please check to confirm

Please provide a full electronic signature.

Signed on this date of ‘ September 15, 2020 ‘

Signature ‘ ‘

You acknowledge that your digital signature is as legally binding as a physical signature.

Send this request

Go back to XVideos content
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d. You are asked to provide contact details including name, email address, address, postal code, city, country,
and phone number — these are all mandatory fields

Please provide your contact information so that we can contact you about your report. This will require email validation, so please check for a
validation email. You will only have to validate your email once.
You will receive email confirmation of your report.

Phone number

Name ‘ ‘

Email < Please fill out this field. ’ ‘
v/

Address ‘ ‘

Postal code ‘ ‘

ciy | |

Counry ‘ EI

e. You have to check the box that states, “I swear under penalty of perjury that the information in this
notification is accurate and that, to the extent my report involves the alleged violation of a legal right, I am
the owner of such a right or authorized to act on the owner’s behalf”

f. You are asked to provide a full electronic signature and date before clicking Send this request

Availability of CSAM-specific reporting options within an image

Users can upload images, which are visible on their profile pages, but you cannot report the image as CSAM
with the Option 1 process. The URL of the image could possibly be added to an Abuse Reporting form as

outlined in Option 2.
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XVideos 2: Availability of CSAM-specific options for reporting a user

a. On the user’s profile page click & About me

H] (VIDEOS | a XVIDEOS USER PROFILES o
)

Subscribe 0

&+ Add to friends

54 mins ago

> See full album
Ol uploaded a new video

funvidos,
0 Views - 54 mins ago - ([EE3

b. Click Report this user located on the bottom right corner of the about section

=PBRVIDIEOR] | search 9999142 videos a XVIDEOS USER PROFILES Y
Il o

& Add to friends
BNE - B8

an)
City: Winnipeg

Signed up: March 2, 2020 (196 days ago)
Last activity: today

w =+ o [EXRe

o @
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c. There is an option to select Underage and provide a description in the available text box which, as in
XVideos 1, the box states, “Please give us some details, or your report will be ignored”

Please enter a reason (10 characters minimum) !

FPlease enter a reason (10 characters minimum) !

d. You then have to check the box that states,
“I confirm that this profile contains spam or

T/IINRFAS

illegal content” before clicking Report

Report user s
© Nevermind () Spammer (7)) Underage
O Fake profile O Other

Please give us some details, or
your report will be ignored.

O | confirm that this profile contains spam or
illegal content.

Cancel Report

This form is only used to report videos. If you
wish to have your content removed from our

pages please use one of the two forms linked
below:

If you are a copyrighted content owner, use
FORM FOR COPYRIGHT INFRINGEMENTS

If you wish to report non copyright-related issues,
such as privacy, harrassment, or unauthorized
record please use PRIVACY TAKE-DOWN FORM




XVideos 3: Availability of CSAM-specific reporting options for images or videos

received in a chat
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x There are no CSAM-specific reporting options for images or videos received
sent within a chat

You can only report the user from the chat

My network

& Al my friends

& New fiends requests
& Friends requests sent
2 Chat

© Manage comments
® People |l like

© Peaple who like me
& Blocked users

My activity feeds
N Actities

D Histor
& wys
& Mys
© My o

a. Click the =++1located above the chat window

[ search 9.399.507 videos

a ]

@ Dashboard My Content % Social

& Account

< XVIDEOS Chat

ACCOUNT AREA

ACCOUNT

:
= Search friends

b. Click the Block/Report option

[ searcn 9.399.507 videos

@Dashboard MMy Content % Social & Account

My network

& Al my friends

@ New fiends requests
&2 Friends requests sent
2 Chat

© Manage comments
® People ke

< Peaple who like me
& Blocked users

My activity feeds
N Activties
D History
& Wy subscriptions
& My subscribers

© My own comments

< XVIDEOS Chat
l_ —

ACCOUNT AREA

-
- (Ofline Mackenzie Carey
b |

Rockofresh1

@ Copy

K rovote
@ sosreen

N

Faworite

@ Block/Report

a Encrypted

x Delete

Search friends
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¢. You can then select to Block & report user or Report user

S VIDEOS a ACCOUNT AREA 2

@Dashboard B My Content % Social & Account

My network £ XVIDEOS Chat

& Al my friends lMackenlie Carey .. (0fife Mackenzie Carey

& New friends requests Rockofresh1 K Favorte
25 Fronds oquess o e [/}
2 Chat 2

© Manage comments
® People | like

© People who like me
& Blocked users

My activity feeds
N Actiities »
D History

& My subscriptions

& My subscribers

© My own comments

x There is no option to provide a reason for reporting the user

BETTER On both desktop and mobile you can report videos when you are not signed in

PRACTICE However, you cannot report a user unless you are signed in

=1 (VIDEOS 9 X JoinforFReE RETTIE:3

VIDEOS MEMBERS Not a member yet? Here are some of the things you

can do with a FREE account: & Add o friends
Account login:

g I I v o viscox sl Bt

comment on them videos and make it public or keep

M Remember me on this device 4% Create a profile page and make = Chat privately with other
new friends members and more!

Logiin

Forgot your password?
got your p Create afree account

4% o [EXfe

1% Report this user
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Additional Research and Reports

This report focuses on only a small portion of how the global epidemic of CSAM is not being addressed properly in
order to protect children and support survivors. C3P has released additional reports and research that help build a better
picture of the urgent need to have these horrific images and videos removed swiftly, and its effect on survivors when it’s

allowed to remain online.

How We Are Failing Children: Changing the Paradigm raises critical
awareness about the ways industry has failed to effectively respond to

the removal of CSAM online, along with proposing principles of action
CHANGING THE PRRADION - to put the protection and rights of children at the forefront.

To better understand the unique challenges faced by survivors, C3P
launched the International Survivors’ Survey. Over the course of a
year and a half, 150 survivors from around the world completed the
comprehensive survey, contributing valuable details and information
about their experience.

SURVIVORS’ SURVEY

Visit protectchildren.ca to learn more.

[rending Resources
fim
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Helping families. Protecting children.

@ protectchildren.ca Y @CdnChildProtect [ Canadian Centre for Child Protection (G) @cdnchildprotect



